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https://developer.android.google.cn/reference/android/media/MediaCodec.html#PARAMETER_KEY_LOW_LATENCY
https://developer.android.google.cn/reference/android/view/Surface#setFrameRate(float,%20int)
https://developer.android.google.cn/preview/features#frame-rate-api
https://developer.android.google.cn/reference/android/content/res/loader/package-summary.html
https://developer.android.google.cn/reference/android/content/res/loader/package-summary.html
https://ai.googleblog.com/2019/11/introducing-next-generation-on-device.html
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https://developer.android.google.cn/distribute/best-practices/develop/target-sdk
https://developer.android.google.cn/preview/test-changes
https://developer.android.google.cn/reference/kotlin/android/app/ActivityManager#gethistoricalprocessexitreasons
https://developer.android.google.cn/reference/android/app/ApplicationExitInfo
https://developer.android.google.cn/preview/privacy/data-access-auditing
https://developer.android.google.cn/preview/features#incremental
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http://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652053102&idx=1&sn=387a689fbf363a09fdbbd326c730bd9d&chksm=808cbe2bb7fb373d190c16948853315f946b7e6f19cb4901986ee68e22580313cc8919863e2d&scene=21#wechat_redirect

1.2 Android 11 =&

1.2.5 it BN Android 11 HuFES

JXEY Android 11 TELEH) Pixel 188 ER%E Android 11, 3 T3 Android NS R4,
BEETE & Android 11 {THEE, FHRHMLTELFMEAILA.

BRI AREERERIUBEFHHITL

i ERHERFTHAEE, RENREARE

RIBT AT BB RIEHAE, RARBIEANE,
B RIFHEEEY targetSdkVersion SIGEFHRE Android 11 MIEITARS (30),
\ EET R

BEAXEAHNMENANITHEE:
HEREAFEXINTHEE (BRENAR targetSdkVersion

Z)

fl

o BRNR- WE, BREAUANUEER. ®&Z XM
BEAEFTRREANR. FHERBHRED X,

o SNEMEFEHRNIR - BT EBIBSNEEFEZEFHE
R A EIS Mo IF4HME R IR B 75 30,
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https://developer.android.google.cn/preview/behavior-changes-all
https://developer.android.google.cn/preview/privacy/permissions#one-time
https://developer.android.google.cn/about/versions/11/privacy/storage#other-apps-data

1.2.5 it@MN AR Android 11 #iFESE
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https://developer.android.google.cn/preview/behavior-changes-all#scudo
https://developer.android.google.cn/preview/behavior-changes-all#fdsan
https://developer.android.google.cn/preview/behavior-changes-all#fdsan
https://developer.android.google.cn/preview/behavior-changes-11
http://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652059935&idx=2&sn=5f76f0d1ef3fc539a0c7842b87a6b0ed&chksm=808c995ab7fb104c92f6faaba254123d228367418b75035ae27c59f04452b1eb8e12eb94cabb&scene=21#wechat_redirect
https://developer.android.google.cn/11
https://developer.android.google.cn/11
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https://developer.android.google.cn/about/versions/11
https://developer.android.google.cn/about/versions/11
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme#force_dark
https://developer.android.google.cn/training/gestures/gesturenav
https://developer.android.google.cn/training/sharing/receive#sharing-shortcuts-api
https://developer.android.google.cn/training/sharing/send#why-to-use-system-sharesheet
https://developer.android.google.cn/training/sharing/send#why-to-use-system-sharesheet
https://medium.com/androiddevelopers/animating-your-keyboard-fb776a8fb66d
https://medium.com/androiddevelopers/animating-your-keyboard-fb776a8fb66d
https://developer.android.google.cn/preview/features#screens
https://developer.android.google.cn/preview/features#screens

1.2.6 {ERFINEER APl BUOHIERIR B

. RiE- BEMNBENAUEIRERUEZRIES X
MAEBNRZ2IYZIERBANA AN IEFLFAER

BIBEE X

o X538 (Bubbles) - Bubbles B LATE ZESE IRk
REFIET RN AH, NAHESEFEHB Bubbles

API R SLILIE T 8Eo

o 5G- MIREHNAASTAIUMA 56 EREVEEAM
BREGER, B2ERMNIARERR, FEME 56

3,

o REEH - NMREHNBXFINBERIRE, BHRX
LGB P LUMETE Android 11 & &EFIZ R IR, F 4

ERIEFRIE 5 X1,

o WRAKIEH - XWFHEAENA, FIVEINFT Android 11
RARER], XFEAFAUMNREIRE (Quick Settings)

REBREEBEARER, FAEREFRE S XK,

e LLFTE
https://developer.android.google.cn/about/versions/11
TH#REZHFX Android 11 NEMEE.
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https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/preview/features/conversations
https://developer.android.google.cn/guide/topics/ui/bubbles
https://developer.android.google.cn/guide/topics/ui/bubbles
https://developer.android.google.cn/5g
https://developer.android.google.cn/preview/features/device-control
https://developer.android.google.cn/preview/features/media-controls
https://developer.android.google.cn/about/versions/11
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https://developer.android.google.cn/about/versions/11/privacy/storage
https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/training/permissions/requesting
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https://developer.android.google.cn/about/versions/11/privacy/permissions#auto-reset
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
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https://developer.android.google.cn/about/versions/11/privacy/storage
https://developer.android.google.cn/about/versions/11/privacy/permissions
https://developer.android.google.cn/about/versions/11/privacy/location
https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/about/versions/11/privacy/data-access-auditing
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
https://developer.android.google.cn/about/versions/11/test-changes
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/use-cases
https://mp.weixin.qq.com/s/-x-uOAV6b1aS80Dbg_c8gQ
https://developer.android.google.cn/reference/android/R.attr#requestLegacyExternalStorage
https://developer.android.google.cn/training/data-storage/use-cases#opt-out-scoped-storage
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/use-cases#migrate-legacy-storage
https://developer.android.google.cn/training/data-storage/use-cases#migrate-legacy-storage
https://developer.android.google.cn/about/versions/11/test-changes#default_scoped_storage
https://developer.android.google.cn/about/versions/11/test-changes#force_enable_scoped_storage
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https://developer.android.google.cn/training/data-storage/app-specific#query-free-space
https://developer.android.google.cn/reference/kotlin/android/os/storage/StorageManager#action_manage_storage
https://developer.android.google.cn/reference/kotlin/android/os/storage/StorageManager#action_clear_app_cache
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/reference/android/content/Context#getExternalFilesDirs(java.lang.String)
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https://developer.android.google.cn/training/data-storage/shared/media#manage-groups-files
https://developer.android.google.cn/reference/android/provider/MediaStore
https://developer.android.google.cn/training/data-storage/shared/media#direct-file-paths
https://developer.android.google.cn/reference/java/io/File
https://developer.android.google.cn/training/data-storage/app-specific#internal
https://developer.android.google.cn/training/data-storage/app-specific#internal
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https://developer.android.google.cn/about/versions/pie/android-9.0-changes-28#per-app-selinux
https://developer.android.google.cn/about/versions/pie/android-9.0-changes-28#per-app-selinux
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/training/data-storage/shared/documents-files#grant-access-directory
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https://developer.android.google.cn/training/data-storage/shared/documents-files#grant-access-directory
https://developer.android.google.cn/training/data-storage/shared/documents-files#open-file
https://developer.android.google.cn/about/versions/11/test-changes#restrict_storage_access_framework
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/reference/android/Manifest.permission#READ_EXTERNAL_STORAGE
https://developer.android.google.cn/reference/android/Manifest.permission#READ_EXTERNAL_STORAGE
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https://developer.android.google.cn/training/data-storage/shared
https://developer.android.google.cn/training/data-storage/shared
https://developer.android.google.cn/about/versions/11/privacy/storage#all-files-access
https://developer.android.google.cn/training/data-storage/shared/media#request-permissions
https://developer.android.google.cn/training/data-storage/use-cases#share-media-all
https://developer.android.google.cn/training/data-storage/use-cases#share-media-all
https://developer.android.google.cn/training/data-storage/use-cases#sharing-non-media-files
https://developer.android.google.cn/training/data-storage/manage-all-files
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https://developer.android.google.cn/guide/topics/permissions/overview#one-time
https://developer.android.google.cn/training/permissions/requesting
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https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/guide/topics/permissions/overview#runtime_requests_android_60_and_higher
https://developer.android.google.cn/guide/topics/permissions/overview#auto-reset-permissions-unused-apps
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https://developer.android.google.cn/privacy/best-practices#permissions
https://developer.android.google.cn/training/permissions/requesting#handle-denial
https://developer.android.google.cn/reference/android/Manifest.permission#SYSTEM_ALERT_WINDOW
https://developer.android.google.cn/reference/android/app/role/RoleManager#ROLE_CALL_SCREENING
https://developer.android.google.cn/reference/android/media/projection/MediaProjection
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MPRo M Android 11 FIERFEXZFFILINEE, MROANHEAF %L
ERERTHAEW LN BN, T EA LI ENETFER
B, MmAEMRFBFIEN,
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https://developer.android.google.cn/reference/android/provider/Settings#ACTION_MANAGE_OVERLAY_PERMISSION
https://developer.android.google.cn/reference/android/provider/Settings#ACTION_MANAGE_OVERLAY_PERMISSION
https://developer.android.google.cn/reference/android/Manifest.permission#SYSTEM_ALERT_WINDOW
https://developer.android.google.cn/reference/kotlin/android/Manifest.permission#read_phone_numbers
https://developer.android.google.cn/reference/kotlin/android/Manifest.permission#read_phone_numbers
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B9 getLinelNumber() 757%o
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K READ_PHONE_STATE, i, MNREIFIEGIRFNGEE
F3 READ_PHONE_STATE ME, BRUTEABHEN TR

1. 2L READ_PHONE_STATE BVRERR, LUEIEBIN AT
Android 10 (APl 3l 29) K ERhRAHEAIZANER,

2. 7800 READ_PHONE_NUMBERS #X[Ro

UTBREEAREER T IHIiE:

<manifest>

<l-- Grants the READ_PHONE_STATE permission only on devices that
run Android 10 (API level 29) and lower. -->

<uses-permission android:name="READ_PHONE_STATE"
android:maxSdkVersion="29" />

<uses-permission android:name="READ_PHONE_NUMBERS" />

</manifest>
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https://developer.android.google.cn/reference/kotlin/android/telephony/TelephonyManager#getline1number
https://developer.android.google.cn/reference/kotlin/android/telecom/TelecomManager#getline1number
https://developer.android.google.cn/reference/kotlin/android/telephony/TelephonyManager
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https://developer.android.google.cn/training/location/permissions#foreground
https://developer.android.google.cn/training/location/permissions#foreground
https://developer.android.google.cn/guide/topics/permissions/overview#one-time

1.3.4 (IEEREN

EEAaIRRuEE RBINIR

Android 11 B8 T W ABHRVIHEEREE AU EE RN IRRY T
o KEHNET EREIMEE,

NRNAFNETENEEHRUEER, BRIELEPHRZES
BE, FEBUAMBIREUZMEFRBIER. WNFEFH T4
FEEenUEERINER, BEZRRETESHIIEERINE.
BIRERERSIFEUERER

IEINA XIEEZE T IHER AU EE RTERTER PR, &R
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https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/training/location/background
https://developer.android.google.cn/training/location/permissions#request-location-access-runtime
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PRIIEERIE E
TEFIE
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adb shell am compat enable
(147316723 BACKGROUND_RATIONALE_CHANGE_ID)
PACKAGE_NAME

adb shell am compat disable
(147316723 BACKGROUND_RATIONALE_CHANGE_ID)
PACKAGE_NAME
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£ #E Android 11 SUEBRANIZE £, ERINAFRIRININEE
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/training/location/permissions#request-background-location
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https://developer.android.google.cn/training/basics/intents/package-visibility#automatic
https://developer.android.google.cn/training/basics/intents/package-visibility#automatic
https://developer.android.google.cn/training/basics/intents/package-visibility-use-cases
https://developer.android.google.cn/training/basics/intents/package-visibility-use-cases
https://developer.android.google.cn/training/basics/intents/package-visibility
https://developer.android.google.cn/training/basics/intents/package-visibility
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2. &%t Android Studio Z#FEHIERFTH Gradleo
3. B RIFAR targetSdkVersion 1% 30,
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5. T8 getinstalledApplications() 2%
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https://developer.android.google.cn/studio
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#getinstalledapplications
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#getinstalledpackages
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o KHEZ SDK FREVAESIR B AAEERIE,
MFTEAFIS, BESHB RN LT GIE RHITER.

1.3.7 MAC H#tat&Fhr
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L Android 11 NBMFFAMNE, NEFdTHEXEDTH, 55
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https://developer.android.google.cn/reference/android/app/AppOpsManager.OnOpNotedCallback
https://developer.android.google.cn/guide/topics/data/audit-access
https://developer.android.google.cn/training/articles/user-data-ids#mac-11-plus

1.3 Android 11 FHIFEFA
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https://developer.android.google.cn/guide/components/foreground-services#types
https://developer.android.google.cn/guide/components/foreground-services#while-in-use-restrictions
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/guide/components/foreground-services
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https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/privacy/permissions#one-time
https://developer.android.google.cn/about/versions/11/privacy/permissions#dialog-visibility
https://developer.android.google.cn/about/versions/11/privacy/data-access-auditing
https://developer.android.google.cn/about/versions/11/privacy/permissions#system-alert
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H—PR3IE (M 1 FiB) , BFE—IRIBEZREDN SIM
(BFELIE SIM EHEBEF SIM ) . BRIREEMEL %
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https://developer.android.google.cn/training/articles/user-data-ids#mobile-service-subscriptions
https://developer.android.google.cn/reference/android/telephony/SubscriptionInfo#getIccId()
https://developer.android.google.cn/reference/android/telephony/SubscriptionInfo#getSubscriptionId()
https://developer.android.google.cn/about/versions/11/privacy
https://www.google.com/covid19/exposurenotifications/
https://blog.google/inside-google/company-announcements/update-exposure-notifications
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iR, ZRIRZE Conscrypt 89 SSLEngine Z EAERIER,
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ARZ5. Scudo BEBKMH B FLLXBNNEFL BN TN LR
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GEEAFBIEGERTELNR BERAE. NRHIEWL, Z
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https://github.com/google/conscrypt
https://source.android.google.cn/devices/tech/debug/scudo
https://source.android.google.cn/devices/tech/debug/scudo#Troubleshooting
https://source.android.google.cn/security/encryption/file-based
https://developer.android.google.cn/reference/android/os/UserManager#isUserUnlocked(android.os.UserHandle)
https://developer.android.google.cn/reference/android/app/usage/UsageStatsManager
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https://developer.android.google.cn/about/versions/11/features/5g
https://developer.android.google.cn/studio/run/emulator
https://developer.android.google.cn/studio/run/emulator
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_NR_NSA
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_NR_NSA
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#NET_CAPABILITY_TEMPORARILY_NOT_METERED
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#NET_CAPABILITY_TEMPORARILY_NOT_METERED

1.41 THEE: FIENA

TEREAN 1

JobScheduler API 38 A FRHI1E 1R
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Haks, WREENAFLIVET fdsan MERNER, ES
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https://developer.android.google.cn/reference/android/app/job/JobScheduler#RESULT_FAILURE
https://android.googlesource.com/platform/bionic/+/master/docs/fdsan.md
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SDK #0281, HIN=RAERFRETHANAHERAZ,

NERENAHIELL Android 11 REMFFE, BAEF—ELTE
BB RN A~ £, A, RATERIAUEA—LEIF
SDK #0 (RFEUATRAREMR APl 7)) , EREBEERAE
4E SDK AT, ML AETHINERL TS,

NREAHEECHMAREER TIE SDK =0, NRILUNSEZ
RZA, #ITHIA. MRENMAKIHTIE SDK &0, EhZHFsA
ITRIEBE SDK BRAE. A, RIMERENBESERIF
SDK ZOBYERAG. AR ETTE NN AR VRN AER I AR
SDK #ZMOBVENTE, MRIERFTHIAT APl

NFIFM T HELL Android FRASFIBYEEE, 3EZ0# Android 11 18
KPREIAF SDK Z=OBEHT, WNFE2E 7 #AEXIE SDK ZHORF
MER, BESFENAF SDK ZFONRE,

-65-


https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#feature-request
https://developer.android.google.cn/about/versions/11/non-sdk-11
https://developer.android.google.cn/about/versions/11/non-sdk-11
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces
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# <uses-library> Jt&E—#E A,

S5HMNARE

PERE URI

MREHNWASEMNASZRE URI, BN intent BME/IG
BT intent FRIZFHN—1, DUEZRTX URI BIH AR :
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-66 -


https://developers.google.cn/maps/documentation/android-sdk/intro
https://developer.android.google.cn/guide/topics/manifest/uses-library-element
https://developer.android.google.cn/google/play/filters
https://developer.android.google.cn/about/versions/11/privacy/package-visibility-use-cases#grant-uri-access
https://developer.android.google.cn/reference/android/content/Intent#FLAG_GRANT_READ_URI_PERMISSION
https://developer.android.google.cn/reference/android/content/Intent#FLAG_GRANT_WRITE_URI_PERMISSION
https://developer.android.google.cn/reference/android/content/Intent#FLAG_GRANT_WRITE_URI_PERMISSION
https://developer.android.google.cn/topic/security/best-practices#disallow-access-to-your-apps-content-providers
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https://developer.android.google.cn/about/versions/11/behavior-changes-all
https://developer.android.google.cn/about/versions/11/behavior-changes-all
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https://developer.android.google.cn/about/versions/11/privacy/storage#scoped-storage
https://developer.android.google.cn/about/versions/11/privacy/permissions#auto-reset
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/about/versions/11/privacy
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MEFERT RRAMEERUSNATIR T BAPRE, BEBRNEHNAES
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https://source.android.google.cn/devices/tech/debug/tagged-pointers
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
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MREHNRANEEHAMNEELATEEEEXMNERNERE, 2T
ZMAAFERENEER, MEXRT logcat FIERUTER:

W/NotificationService: Blocking custom toast from package \

<package>due to package not in the foreground

JHRAE[D]

MREHFBEBEERE CUECEERFXEESNCHENRE) HINSHEKY
W z)@a0, BEEEA Android 11 IR addCallback() 753%.

NASHENE APl T8

I Android 11 S(E SR BinF AN A= AW A0HE B1E
SRR AERE:

o getView() 737%&[E] null
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https://developer.android.google.cn/guide/topics/manifest/application-element#allowNativeHeapPointerTagging
https://developer.android.google.cn/reference/kotlin/android/widget/Toast#maketext
https://developer.android.google.cn/reference/kotlin/android/widget/Toast#setview
https://developer.android.google.cn/reference/android/widget/Toast#addCallback(android.widget.Toast.Callback)
https://developer.android.google.cn/reference/kotlin/android/widget/Toast#getview

1.4.2 1TRAZE: Ll Android 11 NBIRFEEMNE

o LURTIEBRERBHEH N RERSEIRME, RSN AR B HE&
el

getHorizontalMargin()
getVerticalMargin()
getGravity()
getXOffset()

getYOffset()

o LUFTERT 3B, ALERNABANEREN:

setMargin()

setGravity()
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https://developer.android.google.cn/reference/android/widget/Toast#getHorizontalMargin()
https://developer.android.google.cn/reference/android/widget/Toast#getVerticalMargin()
https://developer.android.google.cn/reference/android/widget/Toast#getGravity()
https://developer.android.google.cn/reference/android/widget/Toast#getXOffset()
https://developer.android.google.cn/reference/android/widget/Toast#getYOffset()
https://developer.android.google.cn/reference/android/widget/Toast#setMargin(float, float)
https://developer.android.google.cn/reference/android/widget/Toast#setGravity(int, int, int)

1.42 TATE: L Android 11 ABFRFERNA

e

FREISY APN Z44EE=RYIRER 7R

TEFIS

TEHRPR: APN_READING_PERMISSION_CHANGE_ID

T ID: 124107808

gnfAr iR

MRS Android 11 BIFREMBY, oI LIEALT ADB s$FH B
KL

adb shell am compat enable
(124107808/APN_READING_PERMISSION_CHANGE_ID)
PACKAGE_NAME

adb shell am compat disable
(124107808 APN_READING_PERMISSION_CHANGE_ID)
PACKAGE_NAME

WEEFEM T BRI ERUNROAYTIREENRS, BBENKNES
Android 11 B9FEAM,

B Android 11 ABEARF &SI AMELIEE Manifest.
permission.WRITE_APN_SETTINGS $5i%, 7 8EIZERZL AR B IER
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/reference/android/Manifest.permission#WRITE_APN_SETTINGS
https://developer.android.google.cn/reference/android/Manifest.permission#WRITE_APN_SETTINGS
https://developer.android.google.cn/reference/android/provider/Telephony

1.4.2 {TRZEE: B Android 11 AEMRFERE

{72 APN BB MR AE LAURNER FEHIHE APN
HIEE, RERZLEE,

TIERRARSS

ERREXMHHRERS TTS 51N E

AT A IERETES, AL Android 11 NEMRTFEE
EXFH]ES (T7S) 3IZEXRENNVAEZR LT <queries> &R
ANINE BB B

<queries>
<intent>
<action
android:name="android.intent.action.TTS_SERVICE" />
</intent>

</queries>
FETSIEX AR “TrER RHERE
TEFE

TEZFR: REQUEST_ACCESSIBILITY_BUTTON_CHANGE

TE ID: 136293963
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https://developer.android.google.cn/about/versions/11/privacy/package-visibility

1.4.2 1TRAZE: Ll Android 11 NBIRFEEMNE

LLEINIE

FEMIHNABS Android 11 BIFRASMEY, ERILIEALLT ADB s EE
KHEEEE:

adb shell am compat enable
(136293963|REQUEST_ACCESSIBILITY_BUTTON_CHANGE)
PACKAGE_NAME

adb shell am compat disable
(136293963 REQUEST_ACCESSIBILITY_BUTTON_CHANGE)
PACKAGE_NAME

MEFAT RRAMEERUSLMATIR T BAVRE, BBRNENES
Android 11 B9FEAM,

M Android 11 FF4a, ERTRERIRS TETIETRNARS 258
“TRERS” FRHIMEXEL, MR AccessibilityServicelnfo.FLAG_

REQUEST_ACCESSIBILITY_BUTTON F0Zl AccessibilityService

Info SWRE flags B, BRUMASK “TELE” BHALDEEHE
BLAIERIARS

NEALESRS P EITERENREM, BEERALERRS T
EXHEBRENRSS “TERE" RHBIXEL. TE accessibility
Flags B 897E X A7 flagRequestAccessibilityButton (B, FBE
SRS TR B E U E 9 res/raw/accessibilityservice.

XmMlo
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/guide/topics/ui/accessibility/service#button
https://developer.android.google.cn/guide/topics/ui/accessibility/service#button
https://developer.android.google.cn/reference/kotlin/android/accessibilityservice/AccessibilityServiceInfo#android:accessibilityflags
https://developer.android.google.cn/reference/kotlin/android/accessibilityservice/AccessibilityServiceInfo#android:accessibilityflags

1.4.2 {TRZEE: B Android 11 AEMRFERE

AR

IRIA intent BIFFEERFFINENL

M Android 11 Fta, RETMENRFAEN A AR LT
intent 12{E:

« android.media.actionVIDEO_CAPTURE
« android.media.action.IMAGE_CAPTURE
« android.media.action.IMAGE_CAPTURE_SECURE

NREBEZMMENAGBENLAIR, RASER—TXEE, #
RREENA, INREARES N BERRERNS = EVNA
RAKEBRER AR, PJLUBEA intent RERHE B
LI REXLE intent Z158HM,
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https://developer.android.google.cn/reference/android/provider/MediaStore#ACTION_VIDEO_CAPTURE
https://developer.android.google.cn/reference/android/provider/MediaStore#ACTION_IMAGE_CAPTURE
https://developer.android.google.cn/reference/android/provider/MediaStore#ACTION_IMAGE_CAPTURE_SECURE

1.4.2 TATE: Ll Android 11 ABMRFERNA

. NBTEMZE

EZBRY R IR

TBIE

TEZMR: RESOURCES ARSC COMPRESSED

TE ID: 132742131

LLENIE

MR AS Android 11 FUBRAMR, ERILMERLLT ADB s RBE
KA

adb shell am compat enable
(132742131|RESOURCES_ARSC_COMPRESSED) PACKAGE_NAME

adb shell am compat disable
(132742131|RESOURCES_ARSC_COMPRESSED) PACKAGE_NAME

WEEFEM T BRI ERUNROAYTIREENRS, BBENKNES
Android 11 B9EAM,
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes

1.4.2 {TRZEE: B Android 11 AEMRFERE

AR L Android 11 (API £k51 30) SNEShkAA BirF &8N
BE&E4ER resources.arsc XHFHEWREXGRIZ 4 FTIAR
N7, MEARTERE, URGFAEEFEE—FER, RARTE
XU HITRFRE . BEHTRFRETNZIRROTIEN
RAM FHE AKX, MNMARRERAVRENATFES], HAKIE
MEER RAM FERE.

MEEE APK T FHE V2
SFFLL Android 11 (APl £&51 30) R EFrF &, BEERIXEER APK
FTanE vl SENNAE, IELANTER APK EZ2HE 2 HE

SMAHTE S, ARTTEEREE, Android 11 A& ELREHE
OB APK &R 5= vl BRIV

NEWIFEHINASEEMER APK EZHE v2 HESRAHT
B8, EaEsm TR Android Studio 5 apksigner TH,

(D) skE: AZHEITIRME Android M9i8%, TR APK BEHE
V2 HESERAEN APK BSE 25, BRRMKEEE APK 55
BE vl #1753,

Firebase

Firebase JobDispatcher #1 GCMNetworkManager

MREHNALL AP &5 30 SKEBRINNERTE, EEH
Android 6.0 (APl Z&5l 23) SEEMAEII&E =M Firebase
JobDispatcher 1 GecmNetworkManager APl Jf. W1E T #T
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https://source.android.google.cn/security/apksigning/v2
https://developer.android.google.cn/studio/publish/app-signing#sign_release
https://developer.android.google.cn/studio/command-line/apksigner

1.4.2 1TRAZE: Ll Android 11 NBIRFEEMNE

#%, BSFM Firebase JobDispatcher i F# %] WorkManager
M GCMNetworkManager iT#Z] WorkManager.

BRIGE R

RGN AL Android 11 NEERAANBERTFEE, EELEE
FA allowBackup B AN BXHENZEIIZET%. RA=E)
BRItk IhEE,

g, BMEEHINALL Android 11 iESRANBFTE, &
B] OB R allowBackup BMH1& A false RIEAN BXHN =EHE
HFIRE

-79-


https://developer.android.google.cn/topic/libraries/architecture/workmanager/migrating-fb
https://developer.android.google.cn/topic/libraries/architecture/workmanager/migrating-gcm
https://developer.android.google.cn/guide/topics/manifest/application-element#allowbackup

1.4.2 TRAZTE: Ll Android 11 ABIRFEHRN A

OnSharedPreferenceChangelistener
HYEIE T &

TEFE

TEZM: CALLBACK_ON_CLEAR_CHANGE

T ID: 119147584

NI

MR AS Android 11 FUBRAMR, ERILMERLLT ADB s RBE
KA

adb shell am compat enable
(119147584|CALLBACK_ON_CLEAR_CHANGE) PACKAGE_NAME

adb shell am compat disable
(119147584|CALLBACK_ON_CLEAR_CHANGE) PACKAGE_NAME

WEEFEM T BRI ERUNROAYTIREENRS, BBENKNES
Android 11 B9FEAM,

XfFLL Android 11 (APl 451 30) REBEFRFERNNA, TSR
VA Editor.clear BY, #B=fEM null #E1AE OnSharedPreference
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/reference/android/content/SharedPreferences.Editor#clear()
https://developer.android.google.cn/reference/android/content/SharedPreferences.OnSharedPreferenceChangeListener#onSharedPreferenceChanged(android.content.SharedPreferences, java.lang.String)

1.4.2 {TRZEE: B Android 11 AEMRFERE

Changelistener.onSharedPreferenceChanged,

3F SDK #ZORH!

Android11 B&B#HENRREIF SDK FOER (EF5
Android F&EZEIBIELRZFHBIAEENIR) o EREIEMRIF
SDK #OZHl, HNZRAIEHERERANAHENL S,

RGN ABHIELL Android 11 NEARTFER, BAHR—ETE
BIEERSUBIXE=EFm, Y, RALE I LUER—LIF
SDK #0 (BEEUATAE APl 43l) , BRELERE
{4F SDK FiEsFE, NMALETITHINMRAIIRNS,

MREAHEECHNAEZELEATIE SDK =20, A LU Z
A, #ITHIA. MRENMAKMTIE SDK &, ENZHFsA
IRIEZE] SDK BRGR. M, HITNERENHEEEERIF
SDK EOBERAR G RETE NN B a9Thae ZI T HE EAF
SDK EOREMNGSE, NNIERAIFRIAH APl

WEFA 7 HRIE Android ARAFRRITEE, E5H Android 11 8
*PESHE SDK ZOMEH, NELE r#BEX3IE SDK ZEOME
AR, BESFEXTIE SDK ZOBIRA,
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https://developer.android.google.cn/reference/android/content/SharedPreferences.OnSharedPreferenceChangeListener#onSharedPreferenceChanged(android.content.SharedPreferences, java.lang.String)
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#feature-request
https://developer.android.google.cn/about/versions/11/non-sdk-11
https://developer.android.google.cn/about/versions/11/non-sdk-11
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces

1.4 ElaNBERITATE
1.4.3 Android 11 B X[RHIIE SDK %[
B

Android 11 B2& B EXIEFIF SDK EROFEX (EF5
Android F&E ZBIBIMEUREFTHINENIR) o EREIEAHIE
SDK #OZHl, HNZRAIEHERERANAHENL S,

RGN AHIELL Android 11 NEARTE, BAHR—LETE
BIEERSUBIXE=EFm, Y, RALE I LUER—LIF
SDK #0 (BEEUATAE APl 43l) , BRELERE
{4F SDK FiEsFE, NMALETITHINMRAIIRNS,

MREAHEECHNAEZELEATIE SDK =20, A LU Z
A, #ITHIA. MRENMAKMTIE SDK &, ENZHFsA
IRIEZE] SDK BRGER. M, HITNERENHEESERIF
SDK EOBERAR G RETE NN B aRININRE R 2 Ak
SDK EORENTGSR, NIERIBAHE AP,

3F SDK M3t APl IMTEZEIPRH!

M Android 11 FH#&, BGAER T, 3F SDK Wi API(BD AOSP H
™A @TestApi EREBY API) MARFRK. XLE3F SDK ZHOBT
£ Android F& EHRITAEMNIR. AR USRERTEE R
APl 2551 EAZRFIAVIE SDK M AP, (BAERIEAVNIE APl &S
SHRHINF RS B
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https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#test-for-non-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#feature-request
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names

1.4.3 Android 11 FEXPRHIIE SDK ZHOBEH

ﬂ Android 11 MI5IRETE

Android 11 AMFIRTED NLLTILZE:

o Tf Android 10 (APl £33l 29) HAZEHE FINTKZE)
MBI Android 11 (API £k5 30) A# Rk EYIE SDK £
Do

o £ Android 11 ##7A00%) Android SDK B93E SDK £,

0FEEE Android 11 (APl £5!30) 89FFEdF SDK #ORTE
FlFR, E FELITIXH: hiddenapi-flags.csve

BEITE Android 11 A#EBRE#KkAYIE SDK #&O

TEE

TEHRMR: HIDE_MAXTARGETSDK_Q_HIDDEN_APIS

& ID: 149994052

LLENIE

MR AS Android 11 BYFRA MR, ERILIERLLT ADB s BR
KA T E

adb shell am compat enable
(149994052|HIDE_MAXTARGETSDK_Q_HIDDEN_APIS)
PACKAGE_NAME
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https://developer.android.google.cn/about/versions/11/non-sdk-11#new-blocked
https://developer.android.google.cn/about/versions/11/non-sdk-11#new-sdk
https://dl.google.com/developers/android/rvc/non-sdk/hiddenapi-flags.csv

1.4.3 Android 11 EXPRHIF SDK EOBIEHT

adb shell am compat disable
(149994052|HIDE_MAXTARGETSDK_Q_HIDDEN_APIS)
PACKAGE_NAME

NEFA T RREREER UM NATREEARES, BEENHNES
Android 11 B9FEAM.

LURRESIESIH T1E Android 10 (APl 2R3 29) R A=ZxEs (5
ANTIXRZE8) M1E Android 11 (APl 31 30) H#RERBIFTEIE
SDK #0, thFt2i, XLEEOET max-target-q (greylist-max-q)
51K, FEIEREEEHNALL Android 10 (AP 451 29) HE1R
AR BT ER, AReEAXERE,

BRI EMZEREIERIE SDK ZFOZEMEREIRANATFER
FE, AERIMNNBENN AR EEEERAXERONEMAL,
NRIEBIN BRI RAPEANR MEOAE Android 11 F13
FEf, NN E Sz BRI AT APl
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/non-sdk-11#new-sdk
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#feature-request

1.5

Android 11 IHgEM AP

«
H

Android 11 EAFEAESINT —EHBRIFTTIEEM APl AT LA
DB REE T RERTEBIN ARITHREH FIaEREX APl

BRIE., BB EREY APl BNIFAYIR, BEFE APl ZERR S,
SNEEIFA T ERRTRY API, 181710) Android APl ZE 30 - 37 AP
FRHETUBEEE, I, OFETHRFaEEAESENES
FIHERNA, BESHEBRFMMLL Android R IETRFEHY
WAFMPRAER AR Android 11 1TAZEE, KBNS,
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https://developer.android.google.cn/sdk/api_diff/30/changes
https://developer.android.google.cn/reference
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-all
https://developer.android.google.cn/about/versions/11/privacy

1.5Android 11 Th&EFN API

1.5.1 ¥\

Android 11 BYFT AR UNRERMN. 2. MeENRENREMT)
BEZE S EISI NBVFTIORERN] APL, 1EL AT EHEEITEH,

FTALS

IREEN

Android 11 B&—1#r8 ControlsProviderService API, BJFHT1R
TﬁFﬁLTﬁﬁ’JQI\ﬁBuEE’JETﬁFO X R RTF Android BBIRZZE
AR EEHIZE . WETHIFE, BSREHINISE,

IRIREM

Android 11 B# 7 EEEHNERA. BEREGERTIRER
B, RKEZ MNANREHIIE— I EsvieEREs, Hh
SEAFNAMBRNZIER. TERER (GIOEINBIRE LR
MBI ZIETIRFT=1E) U SSIEMBILEINRIE (R ERE
BBYRREHET) o

RAREERSEXN AN TR BRERENABERURNNS
B HEME, ARARENSSEERZHER,

MFTHIFS, BEREEN
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https://developer.android.google.cn/reference/android/service/controls/ControlsProviderService
https://developer.android.google.cn/guide/topics/ui/device-control
https://developer.android.google.cn/guide/topics/media/media-controls

1.5.1 #ES

e
BTSRRI R

Android 11 27 —% APl UZFHEMR, XE—MTHENS
HF. XMETRFEAAXEBRENEE, WAL DisplayCutout.

getSafelnset:-+() A AIE IR CIGE L& R0 X8 LU X /B8 %
2K, NBEERXEFR2IEHNNARNS, IBHRITUTRIE:

. JAA DisplayCutout.getWaterfallinsets() LAZRENERIA4Y X
BT,

. BEORBREM layoutinDisplayCutoutMode 1&/3 LAYOUT
_IN_DISPLAY_CUTOUT_MODE_ALWAYS, L A& O REMERE)
REEMIE LHXEMERXE, EXMBERIEIED
XEPEEEENAR,

* EE: NBERBLERBEORREM LN
LAYOUT _IN_DISPLAY_CUTOUT_MODE_ALWAYS, Android =12
DEXTERE0, NSFFROMRGX .

AR RENITEIRE

R Android 11, AILUBI L M AEBETERAENAREL
BERRE TN ASEBRESIAE: BRMHAS TYPE_HINGE_
ANGLE B9FTER:28, LINHTEY SensorEvent, [F& B LUGIEETA
B, HREEENABOZENAENEE, & UERXLRE
NEEERFRELENITEANE R To

BEAATERE.
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https://developer.android.google.cn/reference/android/view/DisplayCutout
https://developer.android.google.cn/reference/android/view/DisplayCutout#getWaterfallInsets()
https://developer.android.google.cn/reference/android/view/WindowManager.LayoutParams#LAYOUT_IN_DISPLAY_CUTOUT_MODE_ALWAYS
https://developer.android.google.cn/reference/android/view/WindowManager.LayoutParams#LAYOUT_IN_DISPLAY_CUTOUT_MODE_ALWAYS
https://developer.android.google.cn/reference/android/hardware/Sensor#TYPE_HINGE_ANGLE
https://developer.android.google.cn/reference/android/hardware/Sensor#TYPE_HINGE_ANGLE
https://developer.android.google.cn/reference/android/hardware/SensorEvent
https://developer.android.google.cn/guide/topics/ui/foldables#hinge_angle

1.5.1 #ES

X iE
Bt Y =ik

Android 11 S¥ZIERVEFZNHT T 2T ZIEEMARE
ZAZBENNEEE. XEREEBRENERE, HERR
TS BRI ERES Z MDA LUk,

T T RIS LR ERI BINESIRTE, EEHA ST,
R=A

NEERAREER A8, ZIEETERATETR=1E.
XIEBERZ Android 10 H)—INSKEETHEE, EIHAKE XIS
F; 7 Android 11 ™, XIATHEENBERLELIRE.

RN ALL Android 11 (APl 2%5130) siESRANEBRTES,
FRIEELEXH BFHBIIEE K, BNA=LL Android 10 XHEBEF
NETR. BRMs, BANMSRESLXE,

£ Android 11 Z7&l, MIREHLEBNUTELAXET, TEHH
HEERHIRNIBAREXERERINTE50. M Android 11 H18,
EABREERBATIINRE; NRBALNEEFXET, ¥&
=B EIRNBRE SR ER NER,

EBNEEE 2, BRI UEREMES M ATERNEF
AXEBINEE. WFKRI T KM T RE, Android 11 F
B APl B—LTE:

o TNHESEE BubbleMetadata.Builder() SR #BEFH, &
B {E R BubbleMetadata.Builder(Pendinglintent, Icon) 3¢
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https://developer.android.google.cn/guide/topics/ui/conversations
https://developer.android.google.cn/guide/topics/ui/bubbles
https://developer.android.google.cn/guide/topics/ui/conversations
https://developer.android.google.cn/reference/android/app/Notification.BubbleMetadata.Builder#Notification.BubbleMetadata.Builder()
https://developer.android.google.cn/reference/android/app/Notification.BubbleMetadata.Builder#Notification.BubbleMetadata.Builder(android.app.PendingIntent, android.graphics.drawable.Icon)

1.5.1 ¥%
BubbleMetadata.Builder(String) X - #5iE RiEk R 89T

== N
=

. B3R BubbleMetadata.Builder(String), RHIEIRIES TN
ID Bl BubbleMetadata, ZBHFRT RN SIRMHLE
Notification.Builder BRI ID —F

« £ Icon.createWithContentUri() 20T 75 7%
createWithAdaptiveBitmapContentUri() 8132 < /EE4F.

56 EfRER

QD = TEEWRITE AP BN E L8R 5C Bin, BRRAA EEE
LR BREXERo

B s

Android 11 SINT REZEEMRE], BBYZMERFRMLERF.
NFTHRIFS, BERRANITE.
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https://developer.android.google.cn/reference/android/app/Notification.BubbleMetadata.Builder#Notification.BubbleMetadata.Builder(java.lang.String)
https://developer.android.google.cn/reference/android/app/Notification.BubbleMetadata
https://developer.android.google.cn/reference/android/app/Notification.Builder
https://developer.android.google.cn/reference/android/graphics/drawable/Icon#createWithContentUri(java.lang.String)
https://developer.android.google.cn/reference/android/graphics/drawable/Icon#createWithAdaptiveBitmapContentUri(java.lang.String)
https://developer.android.google.cn/training/connectivity/enhance-with-5g#indicator
https://developer.android.google.cn/training/connectivity/enhance-with-5g#indicator
https://developer.android.google.cn/about/versions/11/privacy

1.5.1 #E%
ZE
YRGB D IIENFI B H

AT EENEEFINASIEN R 2SS, Android 11 XT4H#)IRAIS
RINENFIFHIT T 2, XETFEWRTE Jetpack Biometric
FERER.

SRR

Android 11 5| \7T BiometricManager.Authenticators #M, AJF
TR A N E M RIERE,

WaE A P T S 102 Y

FERPHETEMRIEE, EalLUESIEA getAuthenticationType()
MERFZ2ERRERELEERFEEHITHE DI,

xf “ERERNHTEMHRIE BHNEINR

Android 11 27X “SRERNHITE ML ZRNEEL
o

EFHANAE
Android 11 FET AR AE:
. setDeviceCredentialAllowed() 5%
« setUserAuthenticationValidityDurationSeconds() 757%o

o NEEMSEE canAuthenticate() 13 Fi Ak 28,
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https://developer.android.google.cn/jetpack/androidx/releases/biometric
https://developer.android.google.cn/jetpack/androidx/releases/biometric
https://developer.android.google.cn/reference/kotlin/android/hardware/biometrics/BiometricManager.Authenticators
https://developer.android.google.cn/training/sign-in/biometric-auth#declare-supported-authentication-types
https://developer.android.google.cn/reference/kotlin/android/hardware/biometrics/BiometricPrompt.AuthenticationResult#getauthenticationtype
https://developer.android.google.cn/reference/kotlin/android/hardware/biometrics/BiometricPrompt.AuthenticationResult#getauthenticationtype
https://developer.android.google.cn/about/versions/11/features#auth-per-use-keys

1.5.1 #ES

FEREERT, G105 K285 S SR RRRE, ERNARIER
BE5HMNAERB— T REYIESE. FRFH Android kA<,
EHNASHEMYARES B BRI HESES.

REENR WL ANEEAE EEVEIEUSAR, Android 11 s iFEA 4
ZHIE blob Ei&E LRFXENILIIES, NFFA T REIFH
ZWIES, BERABRAEREMIEERNREER.

OTA B MERKREREREHARRENBE L TH
IR

RETER OTA BHERR, NEREREFRPHEFEZEFHNE
BN (CE) BIAR BB T HRITURINE (FBE) #1F, XEK
&, ;e OTA BF/a, BRNARIUERFRBAR PIN 3. £
HNEZIREZAMERE CE ZHVEF.

Y R HTENEME OTA BHMALNEEER, NREN

BEREEREAFBAE PIN i3, M ERENEZE 2 AIBER
inie) CE 290, BHEERE,
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https://developer.android.google.cn/about/versions/11/features/shared-datasets
https://source.android.google.cn/security/encryption/file-based
https://developer.android.google.cn/training/articles/direct-boot

1.5.1 #ES

MEREFN R E

Android 11 #3818 Android IBIAR (adb) M T{EWELIELS
HRSBEMFRAA. 540, EANFTERNLABEDS BEE
194, MEBET USB RFRERENEE, NTEEENL USB
EERE (PNRHEFREHENDD)

NFRERTLIPR, EREBEREEBENRES TR,
TR T REMIRENIERTIE —TEME, NFERIERIR
&, BRUTTRIRE:

1.

2.

EEIIRL E, BENREIEIRALN SDK FaT HE,
FigE EBRFREETL
BB ELE LT,

B IS ERVRABAIG? S0 EED, A
S

e RO S EC N 12 %o 18 M IgE LB RRVECI D, IP 3
uwas (ERER) .

ATEhE, 1 EEHEHSM
2| android_sdk/platform-tools.

1217 adb pair ipaddr:port, B 5 FHH IP At

MRS
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https://developer.android.google.cn/studio/releases/platform-tools
https://developer.android.google.cn/studio/debug/dev-options

1.5.1 #E%

Pair with device

Wi-Fi pairing code

482924

IP address & Port
192.168.1.130:37099

Cancel

8. YARSKETRH, BAEESE 5 THRENEENE, RF
BETR—%BE, RGNS BERINEIXT,

Enter pairing code: 482924
Successfully paired to 192.168.1.130:37099 [guid=adb-235XY]

9. (fWERT Linux ¢ Microsoft Windows) izfT adb
connect ipaddr.port, ERTLREIATEY IP s

10:10 o |
¢ Wireless debugging aQa @
On .

Device name
Pixel 4 XL

IP address & Port
192.168.1.131:37859
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1.5.1 #f¥s
(BILTE) .
ADB 28 APK Z&

HRE EREARAE (2GB LI E) APK AJBEEERKAYRY|E], BN
AR REMREB B ENI. ADB (Android 1B/ 18 APK &

FEALLERBEN APK LUBSHN A, BENAEEE R EREE R
1B, MNMINERX—31E, URIREZFZEE, FEERETRM
1 SDK F&ETEH, adb install ¥ BopEAILLIhEE, WRAFZE,
RSB =BHERRIALER %o

EBITLAT adb S8 IERIZINEE. WRIKEAZFIEERE, %
BN R H I LRI ER R

adb install --incremental

£i517 ADB B8 APK REZE, Bt APK ERHEIE
—NAPK BEETE v4 Xfte B0 v4 BEEXARIE APK =
B, AReEYEEERET.

ERRERFDEEHITHEIRIQN

GWP-ASan B—MRENFDEZENEE, AR HEHEREEAM
R AXEHEIR, BRI UERBERItIhEE, BRI UANARSE
FHIZR AN, NFETEFE, 1550 GWP-Asan 5/,

Neural Networks APl 1.3

Android 11 ¥ EBHE#H T Neural Networks APl (NNAPI),
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https://developer.android.google.cn/studio/releases/platform-tools
https://developer.android.google.cn/studio/command-line/adb#incremental
https://developer.android.google.cn/studio/command-line/apksigner#v4-signing-enabled
https://developer.android.google.cn/ndk/guides/gwp-asan
https://developer.android.google.cn/ndk/guides/neuralnetworks

1.5.1 #ES

mzRAR
NNAPI 1.3 SINTHANzE#ZEE TENSOR_QUANTS_ASYMM_
SIGNED, LA#s TensorFlow Lite 892 H2,

b4, NNAPI 1.3 E5INT U TFNZE:
« QUANTIZED_LSTM
. IF
« WHILE
. ELU
« HARD_SWISH
. FILL
« RANK
FRM 2385 S5
NNAPI 1.3 SINT #iEH LIEE BN 885 SRt T:

« QoS API: #B9 Quality of Service APl EERBLUFHRE,
FE NNAPI AT SR ME S B L AT B E
o ANeuralNetworksDevice_wait()
« ANeuralNetworksCompilation_setPriority()

o ANeuralNetworksCompilation_setTimeout()
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https://tensorflow.google.cn/lite/performance/quantization_spec
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksdevice_wait
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworkscompilation_setpriority
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworkscompilation_settimeout

1.5.1 #¥8
o ANeuralNetworksExecution_setTimeout()

. REEBN/BH: NNAPI 1.3 EE8MEEERRITHEA
M. X UBBRARERAA G 2 B AR ERNIEEIRIE,
MIMEER Android FBLMEEAVIETTEERE, LEIhEEARIN T —
¢ F5 ANeuralNetworksMemoryDesc 1
ANeuralNetworkMemory SYREEEFEREVET NDKAPI, &
LU

o ANeuralNetworksMemoryDesc_create()

o ANeuralNetworksMemoryDesc_free()

o ANeuralNetworksMemoryDesc_addInputRole()
o ANeuralNetworksMemoryDesc_addOutputRole()
o ANeuralNetworksMemoryDesc_setDimensions()
o ANeuralNetworksMemoryDesc_finish()

o ANeuralNetworksMemory_createFromDesc()

o ANeuralNetworksMemory_copy()
MFBTRITE, BESIRPEMEBNEFE R,

« Dependency API MRIZHHHZSZHF: NNAPI 1.3 SZHHE A
FIMSEMBLZ TR, XFR] ARKRE A/ N TR Y
LT, IR T LU ETRE:

o ANeuralNetworksEvent_createFromSyncFenceFd()

o ANeuralNetworksEvent_getSyncFenceFd()
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https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksexecution_settimeout
https://developer.android.google.cn/ndk/reference/group/neural-networks#group___neural_networks_1ga92661bd0904009e8d0c9e8e1bf40bd84
https://developer.android.google.cn/ndk/reference/group/neural-networks#group___neural_networks_1ga9a6b7719f0613ba9e2c93cffd97ebfc0
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_create
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_free
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_addinputrole
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_addoutputrole
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_setdimensions
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemorydesc_finish
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemory_createfromdesc
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmemory_copy
https://github.com/android/ndk-samples/tree/develop/nn-samples/sequence
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksevent_createfromsyncfencefd
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksevent_getsyncfencefd

1.5.1 #ES

o ANeuralNetworksExecution_startComputeWithDependenci
es()

o EHITR: NNAPI 1.3 Z3ERFHNERIE
B ANEURALNETWORKS_IF #1 ANEURALNETWORKS_WHIL
E SCELEAIEGIR, XECEERM
A9 ANEURALNETWORKS_MODEL =B #1122 i  H iR 5l
TERSEL Loh, IR T U HT R

o ANeuralNetworksModel_setOperandValueFromModel()
« ANeuralNetworks_getDefaultLoopTimeout()
o ANeuralNetworks_getMaximumloopTimeout()

o ANeuralNetworksExecution_setLoopTimeout()
NDK Thermal API

LIGEI AR, B8 ES] CPU #1/3% GPU, MiXmJgE=LL
ERARMNAREMNE, IRNAIFNESERER, KE1T
BN ELES, SIIMERZ1BE R,

£ Android 11 A NDK Thermal APl 8318 & FRTEET (L,
AR REGEN BT L R B EMIEERE. 1% APl £BUTF Java
Thermal API; ERILUEAEZWERPVRSE BB EZEL
WHENRS.

XAFIEEN
MO T IME B
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https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksexecution_startcomputewithdependencies
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksexecution_startcomputewithdependencies
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksmodel_setoperandvaluefrommodel
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworks_getdefaultlooptimeout
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworks_getmaximumlooptimeout
https://developer.android.google.cn/ndk/reference/group/neural-networks#aneuralnetworksexecution_setlooptimeout
https://developer.android.google.cn/ndk/reference/group/thermal
https://developer.android.google.cn/about/versions/10/features#thermal
https://developer.android.google.cn/about/versions/10/features#thermal

1.5.1 #ES

Android 11 SINTHEY APl LIBCHEINGE (IME) BYREHR, BIU015
BEAE, XE APl AILEERMERNARNS, 5 IME BIHHN
MBRUSCRSMSMEFHMTRRFTR D .

NEEREE A EditText IR IME, 518 view.getinsets
Controller().show(Type.ime()) (A UESERER EditText 48[E)
BREHHIMEENE BRI %, BB EIITE EditText LA
T) o WERE IME, B view.getinsetsController().
hide(Type.ime()). &R LLEIS AR view.getRootWindowlnsets().
isVisible(Type.ime()) 18 IME HFT2E ™ W,

WMERFMANMES IME BNERFIELK, HEBIZRM Window
InsetsAnimation.Callback ] View.setWindowlInsetsAnimationCa
lback() EME LigEETEE (Ea] UTEERIME IR E 1% ETEE,
TARA—TEMIN EditText) o IME EBISITEEH onPrepare() 5
%, ZESEEREFFGENEA onStart(). ARG, ESEERERN
IFEFVEA onProgress()o ¥1R5EMG, IME =18F onEnd()s TE
g g, EHEEY R LB A WindowlinsetsAnimation.
getFraction() LA T BRERIRAVHEE,

BXUOMAMERXLE APl BYRAE, BSRFE Windowlnsets
Animation FEE R

#Hl IME whiE

BRI ES] IME B EMARSAE (WSmE) HiE. 105
BATICIERIE, BRI setOnApplyWindowlnsetsListener(), A&
OB KBS BRI EITES:
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https://developer.android.google.cn/reference/android/view/WindowInsetsController#show(int)
https://developer.android.google.cn/reference/android/view/WindowInsetsController#hide(int)
https://developer.android.google.cn/reference/android/view/WindowInsets#isVisible(int)
https://developer.android.google.cn/reference/android/view/View#setWindowInsetsAnimationCallback(android.view.WindowInsetsAnimation.Callback)
https://developer.android.google.cn/reference/android/view/View#setWindowInsetsAnimationCallback(android.view.WindowInsetsAnimation.Callback)
https://developer.android.google.cn/reference/android/view/View#setWindowInsetsAnimationCallback(android.view.WindowInsetsAnimation.Callback)
https://developer.android.google.cn/reference/android/view/View#setWindowInsetsAnimationCallback(android.view.WindowInsetsAnimation.Callback)
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation.Callback#onPrepare(android.view.WindowInsetsAnimation)
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation.Callback#onStart(android.view.WindowInsetsAnimation, android.view.WindowInsetsAnimation.Bounds)
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation.Callback#onProgress(android.view.WindowInsets, java.util.List<android.view.WindowInsetsAnimation>)
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation.Callback#onEnd(android.view.WindowInsetsAnimation)
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation#getFraction()
https://developer.android.google.cn/reference/android/view/WindowInsetsAnimation#getFraction()
https://github.com/android/user-interface-samples/tree/master/WindowInsetsAnimation
https://github.com/android/user-interface-samples/tree/master/WindowInsetsAnimation
https://developer.android.google.cn/reference/android/view/View#setOnApplyWindowInsetsListener(android.view.View.OnApplyWindowInsetsListener)

1.5.1 #E%

KOTLIN

rootView.setOnApplyWindowlnsetsListener { rootView, windowlnsets ->
val barsime = windowlInsets.getInsets(Type.systemBars() or
Type.ime())
rootView.setPadding(barsime.left, barsime.top, barsime.right,

barsime.bottom)

// We return the new WindowInsets.CONSUMED to stop the insets
being
// dispatched any further into the view hierarchy. This replaces the
// deprecated WindowlInsets.consumeSystemWindowInsets() and
related
// functions.
WindowInsets.CONSUMED

JAVA

mRoot.setOnApplyWindowlInsetsListener(new
View.OnApplyWindowlInsetsListener() {

@Override

public WindowInsets onApplyWindowInsets(View v, WindowlInsets

insets) {
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1.5.1 #E%

Insets barsIME = insets.getInsets(Type.systemBars() | Type.ime());
mRootView.setPadding(barsime.left, barsime.top, barsime.right,
barsime.bottom);

// We return the new WindowInsets.CONSUMED to stop the insets
being
// dispatched any further into the view hierarchy. This replaces the

// deprecated WindowlInsets.consumeSystemWindowInsets() and
related

// functions.

return WindowlInsets.CONSUMED;

MEZE IME HEMASE, FERETI2E
9 controlWindowlInsetsAnimation() /7%

KOTLIN

view.windowlnsetsController.controlWindowlnsetsAnimation(
Type.ime(),
1000,
LinearInterpolator(),
cancellationSignal,
object : WindowlnsetsAnimationControlListener() {
fun onReady(controller: WindowInsetsAnimationController,
types: Int) {
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https://developer.android.google.cn/reference/android/view/WindowInsetsController#controlWindowInsetsAnimation(int, long, android.view.animation.Interpolator, android.view.WindowInsetsAnimationControlListener)
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.1 #E%

// update IME inset
controller.setinsetsAndAlpha(insets.of(0, 0, 0, inset),

1f /* alpha */, 0.1 /* fraction progress */)

JAVA

mRoot.getWindowlnsetsController().controlWindowlnsetsAnimation(
Type.ime(), 1000, new LinearInterpolator(), cancellationSignal,
new WindowInsetsAnimationControlListener() {
@Override
public void onReady(
@NonNull WindowlInsetsAnimationController controller,
int types
)
// update IME inset
controller.setinsetsAndAlpha(Insets.of(0, 0, 0, inset),

1f /* alpha */, 0.1 /* fraction progress */);

@Override
public void onCancelled() {}
b;

ICU FEEEHT
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1.5.1 #ES

Android 11 8#77 android.icu 48, LUEER ICU EMRZs 66,
m Android 10 FERANERZ 63, FRESSEHH CLDR &
= XEHEURREZITT Android FBIEFRMY 2 ZERYIERINEE,

HMRESSUTEELE:

o WFZEIN APl IEESSZ3FA]H B FormattedValue FYFTIR
EPSE SN

o LocaleMatcher APl fELL T HEEBEIEE B4t 7228,
S #F java.util.Locale KB, FHBERKAIRMEE XN
HNERAE

o IESZHE Unicode 13,
LV
B MediaCodec &KX

Android 11 8&—M8Y MediaCodec API, BIiEN BESECHEIN
MEEE X RIGE LT, XET UL TN BBt ERE
NFo

w3
« MediaCodec.LinearBlock
« MediaCodec.OutputFrame

o MediaCodec.QueueRequest

WITA:
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http://site.icu-project.org/
https://developer.android.google.cn/reference/kotlin/java/util/Locale
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.LinearBlock
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.OutputFrame
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.QueueRequest

1.5.1 #ES

« MediaCodec.getQueueRequest()

« MediaCodec.getOutputFrame()

« MediaCodec.LinearBlock.isCodecCopyFreeCompatible()
Itt9h, MediaCodec.Callback() A F AT AHEE T EL:
onlnputBufferAvailable()

WRECE NER Block Model API, NAMNEIZERS|E

F MediaCodec.getQueueRequest, FH¥&
LinearBlock/HardwareBuffer Fi0EiEE, mMAREITRS]
VA A MediaCodec.getinputBuffer() 0
MediaCodec.queuelnputBuffer()o

onOutputBufferAvailable()

[ FB Al LUBIY 5|6 A MediaCodec.getOutputFrame() $REX
BEFE %= 28 OutputFrame TR
LinearBlock/HardwareBuffer ££)hX, mA2EIZER5(E
FB MediaCodec.getOutputBuffer()o

MediaCodec {RZER RS

Android 11 1%38 7 MediaCodec, $3¥: 5 A E i SLBY [ B 2 5K
TR ARES, &I LUK FEATURE Lowlatency 1£:2%) MediaCodec
Info.CodecCapabilities.isFeatureSupported(), M ERIRILEIEE
I RIERT RS,

NFEEAERREN AR, BHRITUMME—1R1E:
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https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec#getQueueRequest(kotlin.Int)
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec#getOutputFrame(kotlin.Int)
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.LinearBlock#isCodecCopyFreeCompatible(kotlin.Array)
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.Callback
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.Callback#onInputBufferAvailable(android.media.MediaCodec, kotlin.Int)
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec.Callback#onOutputBufferAvailable(android.media.MediaCodec, kotlin.Int, android.media.MediaCodec.BufferInfo)
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodecInfo.CodecCapabilities#feature_lowlatency
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodecInfo.CodecCapabilities#isfeaturesupported
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodecInfo.CodecCapabilities#isfeaturesupported

1.5.1 #ES

. ¥/ MediaCodec.configure() &
& KEY_LOW_LATENCYIZE) 0 3§ 1o

. fEMA MediaCodec.setParameters() 3555k
2 PARAMETER_KEY_LOW_LATENCY 1ZE/N 0 ¥ 1,

X IR SHRENRRTAESETMIAR, fINESNHE. X
T AT e AR AERYARET

M AAudio BRI AAudioStream_release()

BRI #% AAudioStream_close() = EIFR BRAI X S 5. XA aER
Bk, REMHAETESMAXAERHANE#HITIAN, ZHER

E=I=hial

HER 3 AAudioStream_release() 2B HBE MM, BASKBEE XA,
XEFESBEREZREHEZSIRL T EARES. ZNRE—BEEFE,
E 21818 AAudioStream_close()o

MediaParser API

MediaParser @ A FIEMARENEIFT UKL S APl BLE Media
Extractor BRIE, FHIRHEXTIEAREIHEERIEN 9I\}I%J

B USB IgEmREM

%% B RECORD_AUDIO X FRBIM FAfE A UsbManager /B R B ##
I EEEIMERINGEN USB BMigE (10 USB EM) B, &
SKe2BTR—FKMNESHES, ERAFPBINGEFEANER. 25
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https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec#configure
https://developer.android.google.cn/reference/kotlin/android/media/MediaFormat#key_low_latency
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec#setparameters
https://developer.android.google.cn/reference/kotlin/android/media/MediaCodec#parameter_key_low_latency
https://developer.android.google.cn/ndk/reference/group/audio#group___audio_1gad5f5e59999bb4f4b5ec6f5efcd09520b
https://developer.android.google.cn/ndk/reference/group/audio#group___audio_1ga3a3f524d1a36022ff0300699bb0c8f7b
https://developer.android.google.cn/reference/android/media/MediaParser
https://developer.android.google.cn/reference/android/media/MediaExtractor
https://developer.android.google.cn/reference/android/media/MediaExtractor
https://developer.android.google.cn/reference/android/Manifest.permission#RECORD_AUDIO
https://developer.android.google.cn/reference/android/hardware/usb/UsbManager#openDevice(android.hardware.usb.UsbDevice)

1.5.1 e
BEEE R “ARER” %k, RN ASRIERIAFRN, BFEW
THINE S HEHETHENNIR,
AT ERXMITH, EBNARNIER RECORD_AUDIO XFR,
* AR T AMNERTER UsbManager API E#0E#:E] USB 4b

EIR BN A, BAZIMRERERES. RN BENAERNESE
5 API, EUIEARZEI T ERIFME,

FARIFBIZE X,
Android 11 @ AudioRecord. MediaRecorder Al AAudioStream

APl ZRIN T —E#7575. NEERNAAIRT A, XETFAHRR
RMERFRIBIRIIEE. BEREZEEMaN.

i es

Android 11 £tX${EFE Cast 1 MediaRouter APl B9 B2 7 #
1T

BR T B MR NIA IR SR ISh, YIHRIETTH 2R T R AR AR IE R
25, AP NTAIRRERN (BINEFBEFNEMSEFN L

MEZ BT, WEERPUIAEMSEEPRITZETR) , X
BT NAFRHTETRIZENRTEI, BESRE LIRS,
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https://developer.android.google.cn/reference/android/hardware/usb/UsbManager#openDevice(android.hardware.usb.UsbDevice)
https://developer.android.google.cn/guide/topics/media/sharing-audio-input#concurrent-capture-r
https://developer.android.google.cn/guide/topics/media/media-routing#output-switcher

1.5.1 e
Wi-Fi Passpoint #5888
@i Passpoint, AR BEIEERAMITEMIEHEEILTS
B Wi-Fi 5. LU API &3 30 XESEFIANERFEHNNAER
LUER Passpoint FYLLFEMINEE,
KM HEERESIAITEA
SN ANF R R B ITR MR e R ER T A EIEEE
BIEAR, ZREVRERKRY. XEFLMEIETLER, H T8

BEMERHR. SAPNPARMITEEREEIERN, %I
RE=BAR BrEN.

FQDN [LEd

483 8 B3 PerProviderSubscription (PPS) BIEXf & (MO) MY
Extension/Android T &, ECEMIIFEANMEEZIFNIN (ANQP)
SELIEEHE (FQDN) Han AAA 1,

BHERBMA CA

SYF Passpoint R1 MAZEHL, Android BESEBRABEE CA
HTIEZRS MR,

AVERAREMHER FQDN BWEZM1TAER

AEFLZEEEHEE FQDN FIZ Passpoint MAZEFR FQDN A
RENAZRNE, EE FQDN WILE Passpoint APl (40

remove) =¥IERKNAFTEBHMEE FODN BIFTEILERI AR
Flo
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https://developer.android.google.cn/reference/android/net/wifi/hotspot2/pps/Credential
https://developer.android.google.cn/reference/android/net/wifi/WifiManager#removePasspointConfiguration(java.lang.String)

1.5.1 #E%
RFLELER CA IEBHPMAEH

AVFERRER CA BB DAER EXMERT, RASRIE
LEAEEETRAHR CA IEBRIE AA IRSZFIESR.

BH Y SR EER 48 R 55 12 (i AE i Ak S5 i L s RO L A

Ao LERENSEIEHRNG, MAEEFMBESENEHRIES
Eo bgN, I HN T XF OtherHomePartners #1 HomeOlList F1) &R
K EEMLEILECTHBERY S 15,

Wi-Fi Suggestion APl ¥ &

Android 11 # BT Wi-Fi Suggestion API, LUEBNARIMEEIE
RE, BFE:

o EERBIENAFLUET A THAEZRIEREIER NS,

o Passpoint M4EEREI Suggestion APl 77, B LIETEELS A
Fo

o JBIX Analytics API, &B]LURENE <MLEREHE o
CallScreeningService EH

M Android 11 FF#4, CallScreeningService ] LU SIREBIERE
% STIR/SHAKEN FIEIRZ (verstat) FIEB. IEEBEESER
FBAVIEIEIFIE P,
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https://developer.android.google.cn/guide/topics/connectivity/wifi-suggest
https://developer.android.google.cn/reference/android/telecom/CallScreeningService
https://developer.android.google.cn/reference/android/telecom/Call.Details

1.5.1 #ES

gNER CallScreeningService 18 READ_CONTACTS AR, M i&
ARPHSHERBIEAFEARFHSEESBN, NASWE
A

Open Mobile API &3
M Android 11 FF%, Open Mobile API (OMAPI) & 7 Z9 MY TIEE:
. FRITEERNREIEIN,
o FRAMUT—HHEZMEEXRANEZETTH (eSE) 1H1A4Y
RIECE eSE:
o RGEFRUR
o DIEENHRMNGAEHE (ARAM) R (AID)
o HATEE OMAPI ZEESHARS AP
o NIEENERRMEBMNIETRAT, LUERNAIDRIGEINEE,
=4%EE VPN
L AP k5l 30 RE&EHRFINEMRTFESNAEREE APl &

5] 29 MESELFIAIEE LInTHN AR LUE IKEV2/IPsec W
F VPN (BERAEEN VPN MEFNAH VPN) .

VPN KEEFRERA LIz, MNMB LK TENBHREL
IKEV2/IPset VPN JEHEFTE 910D,

SRR a1
T T RRANA 3 52 R B AR IR, B2 B R M4 5
152
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https://developer.android.google.cn/reference/android/Manifest.permission#READ_CONTACTS
https://developer.android.google.cn/training/basics/network-ops/managing#manage-usage
https://developer.android.google.cn/training/basics/network-ops/managing#manage-usage

1.5.1 #%
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https://developer.android.google.cn/reference/android/net/wifi/hotspot2/PasspointConfiguration#getUniqueId()
https://developer.android.google.cn/reference/android/net/wifi/hotspot2/PasspointConfiguration#getUniqueId()
https://developer.android.google.cn/reference/kotlin/android/location/GnssAntennaInfo
https://developer.android.google.cn/guide/topics/sensors/gnss#antenna-calibration-information
https://developer.android.google.cn/reference/android/net/wifi/WifiManager#removePasspointConfiguration(java.lang.String)
https://developer.android.google.cn/reference/android/net/wifi/WifiManager#removePasspointConfiguration(java.lang.String)

1.5.1 #ES
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R EEEEE G, NAFRETBEZERER AP (BT INI)
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o
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BRI ERIEN S5
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Mo IR FHAMENE TEIFRE, BRI eI INER, 25 HDMI
2.1 FFETREEEBMRENRE (ALLM, WHRDHEET) |
BRI OB X AR FAME ISR A PR EHIZE R 1R, dNFIF4 T
f2 ALLM, EZFE HDMI 2.1 755,

BORLUEREREMRERRR (WRATA) o ALLM 3T
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2B TRERENELRE.

BT EREAREREOEHARE, BB Window.setPrefer

MinimalPostProcessing(), SCR&E ORY preferMinimalPost
Processing BMISE N true. HIFFMBENE TR ZFRERERN
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https://developer.android.google.cn/ndk/reference/group/image-decoder
https://developer.android.google.cn/ndk/guides/image-decoder
https://developer.android.google.cn/ndk/guides/image-decoder
https://developer.android.google.cn/guide/topics/media/frame-rate
https://www.hdmi.org/spec/hdmi2_1
https://developer.android.google.cn/reference/android/view/Window#setPreferMinimalPostProcessing(boolean)
https://developer.android.google.cn/reference/android/view/Window#setPreferMinimalPostProcessing(boolean)
https://developer.android.google.cn/reference/android/R.attr#preferMinimalPostProcessing
https://developer.android.google.cn/reference/android/R.attr#preferMinimalPostProcessing

1.5.1 #ES
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<application ... >
<meta-data
android:name="com.android.graphics.injectLayers.enable"
android:value="true" />

</application>
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https://developer.android.google.cn/reference/android/view/Display#isMinimalPostProcessingSupported()
https://developer.android.google.cn/ndk/guides/rootless-debug-gles
https://developer.android.google.cn/ndk/guides/graphics/validation-layer
https://gapid.dev/
https://developer.android.google.cn/guide/topics/manifest/meta-data-element

1.5.1 #ES
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https://developer.android.google.cn/reference/android/hardware/camera2/CameraDevice#setCameraAudioRestriction(int)
https://developer.android.google.cn/reference/android/hardware/camera2/CameraDevice#setCameraAudioRestriction(int)
https://developer.android.google.cn/studio/run/emulator#camera
https://developer.android.google.cn/studio/run/emulator#camera
https://developer.android.google.cn/reference/android/hardware/camera2/CameraManager#getConcurrentCameraIds()
https://developer.android.google.cn/reference/android/hardware/camera2/CameraManager#isConcurrentSessionConfigurationSupported(java.util.Map<java.lang.String, android.hardware.camera2.params.SessionConfiguration>)
https://developer.android.google.cn/reference/android/graphics/ImageDecoder#decodeDrawable(android.graphics.ImageDecoder.Source)
https://developer.android.google.cn/reference/android/graphics/ImageDecoder#decodeDrawable(android.graphics.ImageDecoder.Source)
https://developer.android.google.cn/reference/android/graphics/drawable/AnimatedImageDrawable

1.5.1 #ES

R HEIF BR8N ZIMATE—TRIF, EJLUETIE
Fi MediaMetadataRetriever.getimageAtindex() 2=,
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https://developer.android.google.cn/reference/android/media/MediaMetadataRetriever#getImageAtIndex(int)
https://developer.android.google.cn/reference/kotlin/android/accessibilityservice/AccessibilityService#setTouchExplorationPassthroughRegion
https://developer.android.google.cn/reference/kotlin/android/accessibilityservice/AccessibilityService#setGestureDetectionPassthroughRegion(kotlin.Int, android.graphics.Region)

1.5.1 #ES
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https://developer.android.google.cn/reference/kotlin/android/app/ActivityManager#gethistoricalprocessexitreasons
https://developer.android.google.cn/reference/kotlin/android/app/ActivityManager#gethistoricalprocessexitreasons
https://developer.android.google.cn/reference/android/app/ActivityManager#setProcessStateSummary(byte[])
https://developer.android.google.cn/reference/android/app/ActivityManager#setProcessStateSummary(byte[])
https://developer.android.google.cn/reference/kotlin/android/app/ApplicationExitInfo
https://developer.android.google.cn/reference/kotlin/android/app/ApplicationExitInfo
https://developer.android.google.cn/reference/kotlin/android/app/ApplicationExitInfo#gettimestamp

1.5.1 #ES

B getStatus() B9:&R[E{EJ9 SIGKILL,

NELEREZEAITIUREARNEABLRLEEH, 15F
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D|rectory() BIEE— ResourcesProvider, BT ETEBAETXHH
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https://developer.android.google.cn/reference/kotlin/android/app/ApplicationExitInfo#getstatus
https://developer.android.google.cn/reference/kotlin/android/app/ActivityManager#islowmemorykillreportsupported
https://developer.android.google.cn/reference/kotlin/android/content/res/loader/ResourcesLoader
https://developer.android.google.cn/reference/kotlin/android/content/res/loader/ResourcesProvider
https://developer.android.google.cn/reference/kotlin/android/content/res/Resources
https://developer.android.google.cn/reference/kotlin/android/content/res/loader/ResourcesProvider#loadfromdirectory
https://developer.android.google.cn/reference/kotlin/android/content/res/loader/ResourcesProvider#loadfromdirectory
https://developer.android.google.cn/reference/kotlin/android/content/res/AssetManager
https://developer.android.google.cn/studio/command-line/apksigner#v4-signing-enabled

1.5.1 #ES

H5 v2 M v3 £, BEX APK HITEMENR. LHEX
FFADB 8 APK %, XIFRMMR APK ZEERE,

A intent WiE2R

MEFUW intent, WANTBIEEBERHFENX intent 13828,
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N (WEPWATERE) ME2— M, EAXENETE
BYRNAPBEETNERET AT,

Android 11 5| N7 MIME £, XE2—MHERTE, AN
£ intent TIREEFAEE—ARISH MIME K8, HEEITH LR
BAANEBITER. NEEA MIME 4, BFERFM android:
mimeGroup BN BERFRII— M EIETER:

<intent-filter>
<action android:name="android.intent.action.SEND" />
<category android:name="android.intent.category.DEFAULT" />
<data android:mimeGroup="myMimeGroup"/>

</intent-filter>

android:mimeGroup BN ERERFRE ID, BFEEITHR
iR MIME 4, ERILUEIHEED MIME BB ID %384 Package
Manager APl KRBT /7%, MIAIAERIZ MIME ARNAE:

o getMimeGroup()

o setMimeGroup()
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https://developer.android.google.cn/about/versions/11/features#incremental
https://developer.android.google.cn/guide/components/intents-filters#Receiving
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#getmimegroup
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#setmimegroup
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HoftEFEIgaRINEE
Android 11 20T BolEFRARS
AssistStructure.ViewNode HHERFRIRAT
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https://developer.android.google.cn/guide/topics/text/autofill-optimize#hints
https://developer.android.google.cn/reference/android/app/assist/AssistStructure.ViewNode#getHintIdEntry()
https://developer.android.google.cn/reference/android/app/assist/AssistStructure.ViewNode
https://developer.android.google.cn/reference/kotlin/android/service/autofill/FillEventHistory
https://developer.android.google.cn/reference/android/service/autofill/FillEventHistory.Event#TYPE_DATASETS_SHOWN

1.5.1 #ES
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BRELZEWNCE], IME FRAMEXLEEN, NETHE IME 1253
EIRSMNAIZFILINGE, ESFR BoERINESBEE K.

S5RERHRRSHZUE

M Android 11 7188, NAAUSIREATERRS HZHE.
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https://developer.android.google.cn/reference/android/service/autofill/FillEventHistory.Event#TYPE_DATASET_SELECTED
https://developer.android.google.cn/reference/android/service/autofill/FillEventHistory.Event#TYPE_DATASET_SELECTED
https://developer.android.google.cn/guide/topics/text/ime-autofill
https://developer.android.google.cn/reference/kotlin/android/view/contentcapture/ContentCaptureManager#sharedata

1.5Android 11 Th&EFN API
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1.5.2 MBI AR 5G ThEs
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https://developer.android.google.cn/about/versions/11/features/5g#meteredness
https://developer.android.google.cn/about/versions/11/features/5g#detection
https://developer.android.google.cn/about/versions/11/features/5g#estimator
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#NET_CAPABILITY_TEMPORARILY_NOT_METERED
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#NET_CAPABILITY_NOT_METERED

1.5.2 WEBIR AR 5G Thee
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https://developer.android.google.cn/reference/android/net/ConnectivityManager#registerDefaultNetworkCallback(android.net.ConnectivityManager.NetworkCallback)
https://developer.android.google.cn/reference/android/net/ConnectivityManager.NetworkCallback#onCapabilitiesChanged(android.net.Network, android.net.NetworkCapabilities)
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin
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TEMPORARILY_NOT_METERED,

5G &

M Android 11 FF4&, SR LU AET IR APl ARSI E
BEEZEET 56 M, TR UREEHEMNZE 56 NR (JRiz) M
£, 2 NSA (FFhiz) WL

751’_%? BT 56 W4, BAERERES

-122-



1.5.2 WEBIR AR 5G Thee

It APl JERB—ERIERIREEE!

. BENNARER 56 MEESR, LEREERHNZIR—T

Ry 5G K59,

. REEZZ 56 MLBH, FRANMATFEUEIR—E T8 56
A5, BRI SNESNERRET A IEHERER.

o NTHHBENMER 56 E.

MEARE 56 ®ENE R TN 56 1N, EelUERRINE

Android SDK 123 2889ThEE
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https://developer.android.google.cn/about/versions/11/features/5g#meteredness
https://developer.android.google.cn/about/versions/11/behavior-changes-all#emulator-5g
https://developer.android.google.cn/about/versions/11/behavior-changes-all#emulator-5g
https://developer.android.google.cn/reference/android/telephony/TelephonyManager#listen(android.telephony.PhoneStateListener, int)
https://developer.android.google.cn/reference/android/telephony/PhoneStateListener#LISTEN_DISPLAY_INFO_CHANGED
https://developer.android.google.cn/reference/android/telephony/PhoneStateListener#LISTEN_DISPLAY_INFO_CHANGED
https://developer.android.google.cn/reference/android/telephony/PhoneStateListener#onDisplayInfoChanged(android.telephony.TelephonyDisplayInfo)
https://developer.android.google.cn/reference/android/telephony/PhoneStateListener#onDisplayInfoChanged(android.telephony.TelephonyDisplayInfo)
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_LTE_ADVANCED_PRO
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_LTE_ADVANCED_PRO
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_NR_NSA
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_NR_NSA_MMWAVE
https://developer.android.google.cn/reference/android/telephony/TelephonyDisplayInfo#OVERRIDE_NETWORK_TYPE_NR_NSA_MMWAVE
https://developer.android.google.cn/reference/android/Manifest.permission#READ_PHONE_STATE
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https://developer.android.google.cn/reference/android/net/NetworkCapabilities#getLinkDownstreamBandwidthKbps()
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#getLinkUpstreamBandwidthKbps()
https://developer.android.google.cn/reference/android/net/NetworkCapabilities#getLinkUpstreamBandwidthKbps()
https://developer.android.google.cn/about/versions/11/features/5g#detection
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Al RERTE R RN E R RN B H 2B SR = 7, WRIGHEE
DHCP EFFAIENE I ZATURFRF 1A APl Wik, &&REE
BEBMEEL APl AR, ZFEREF I/ APl R, J1RMLERRE
P, T2RTAFER.
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https://tools.ietf.org/html/draft-ietf-capport-rfc7710bis
https://tools.ietf.org/html/draft-ietf-capport-api

1.5.3 &%l ]~ APl Z§F

NRZ APl ARIRIRESEMIIF, RASKRUBI—F, 44
@;iﬁﬁ HTTP/HTTPS }K/WJ%*J/U'M?F‘?F%JIEEE}%H ?ﬁo

SRR OATHHER

Android 11 Z#Fa&FIIF APl AENXBY venue-info-urle 1ML
ATAPEENHSEFRMEXBEAREERLHNFET L TX
NEB. BINERT, NRAFIEZFITHLWUE, FIUEEREM
BRPTH, IMMEIZEFTH,
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1.5.3 &%l ]~ APl Z§F

¥ Network manager

"MyPortalSsid"
Connected / Tap to view website

B 1. WIRNER R TIER PO, RAZFEH—FEM, AVFAFRIEZ

i
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1.5.3 58H|[7J7 APl 328¥

155 QMG ® - Y40

& Network details 7 QA ®

A 4

MyPortalSsid
Connected
w -] X o
Forget Open site Disconne Share

ct

o Signal strength

Excellent

A Frequency

5GHz
ﬂ Security
WPA2/WPA3-Personal
o Advanced

Network usage, Privacy, Auto-connect, Add dev..

B 2. BTN “WE&FE" FREPITHMMLEH
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1.5.3 &%l ]~ APl Z§F

ARKBY R

&7 Android 11 E&RMINZHFREIF APl FREY—HE RIS
BE, BEATGRI8E=IBIY Google Play RATITKHINED &4
W&, BITENMEZEFLIEG IS AP, R EEREREE
B9 2

. =1EBYIE (seconds-remaining) HEITERRIABNRE N A+
RENBAEIIF EXREIZKEE, BEERMIBEKRIE
H98E7] (can-extend-session) RILUBITZ APl =&, XL
AFRFEN AP EEIR AR RN RIE,

o BUBLPFR (bytes-remaining) AILUEEZ APl B%E, KU
¥r A P EREREI R ¥R,
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1.5Android 11 Th&EFN API

1.54 LeHE RIS

M Android 11 (API 25! 30) FFih, RASEFAHEZMNES
IR AELEIREE, AV BRF IR EE RS BGR S, LIhEE
BENT R DB S EREBIETIR.

HENNABFEBRRALELEZIIEEN, JUEEREREERESR
FHEIEE (MMAHEZHIE blob) , AEEATEESE FTHIEIAE.
K7 FR A] L@ BlobStoreManager RS APl 5 Rl b = #3EE T
BEo

RGP BEHZEIE blob HIERIBHLN AR LUARITEN]. HE
AR IR HEEHE blob B, ERILUEI AL N A7E 2 —15BAN %
NHEBEB T RANPRIEMN A

o FEEIEE EN—ABRENAETIHRNE, ERXLEN A
NI HE L2 TR E allowPackageAccess() Ho

. ENAFIEREZTARHRSENNRFTAZEHMERNN A
BlInEERENNAEH) , EEA allowSameSignature

Access()o

o WFEENGE LNPRBNBEFIARNE, EE
B allowPublicAccess()o
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https://developer.android.google.cn/reference/android/app/blob/BlobStoreManager
https://developer.android.google.cn/reference/android/app/blob/BlobStoreManager.Session#allowPackageAccess(java.lang.String, byte[])
https://developer.android.google.cn/reference/android/app/blob/BlobStoreManager.Session#allowSameSignatureAccess()
https://developer.android.google.cn/reference/android/app/blob/BlobStoreManager.Session#allowSameSignatureAccess()
https://developer.android.google.cn/reference/android/app/blob/BlobStoreManager.Session#allowPublicAccess()

1.5.4 ReHFAUHEE

IR HEEE blob

ZfEF BlobHandle WRFRREMNHEZHIE blob, &1 Blob
Handle SLAIESE SN EEENMNEB L 2B A EM—LEIR5 ) 4E1F
A= Bo

NFHEHFLIE blob, BMRS B THIRFIMIFAER. £/
XEFMERNBERS LRE EFEENSIESR,.

T—FEAT RS BEEER AR,
BEFESES

NRKE LEFEBENEESR, BARFINFIZSBES, NUTA
PP

KOTLIN

val blobStoreManager =
getSystemService(Context.BLOB_STORE_SERVICE) as

BlobStoreManager

// The label "Sample photos" is visible to the user.

val blobHandle = BlobHandle.createWithSha256(sha256DigestBytes,
"Sample photos",
System.currentTimeMillis() + TimeUnit.DAYS.toMillis(1),
"photoTrainingDataset")

try {
val input = ParcelFileDescriptor.AutoCloselnputStream(

blobStoreManager.openBlob(blobHandle))
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https://developer.android.google.cn/reference/android/app/blob/BlobHandle
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.54 ReHEABHES

useDataset{input)

JAVA

BlobStoreManager blobStoreManager =
((BlobStoreManager)
getSystemService(Context.BLOB_STORE_SERVICE));
if (blobStoreManager != null) {
// The label "Sample photos" is visible to the user.
BlobHandle blobHandle = BlobHandle.createWithSha256(
sha256DigestBytes,
"Sample photos",
System.currentTimeMillis() + TimeUnit.DAYS.toMillis(1),
"photoTrainingDataset");
try (InputStream input = new
ParcelFileDescriptor.AutoCloselnputStream(
blobStoreManager.openBlob(blobHandle))) {
useDataset(input);
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1.5.4 ReHERBHIESE

AEEIMIES

MRAFERENRES, EARSSHE THERMEEHFBERHRAR
g8, WL TMMURBERFATR

KOTLIN

val sessionld = blobStoreManager.createSession(blobHandle)
try {
val session = blobStoreManager.openSession(sessionld)
try {
// For this example, write 200 MiB at the beginning of the file.
val output = ParcelFileDescriptor.AutoCloseOutputStream(
session.openWrite(0, 1024 * 1024 * 200))

writeDataset(output)

session.apply {
allowSameSignatureAccess()
allowPackageAccess(your-app-package,
app-certificate)
allowPackageAccess(some-other-app-package,
app-certificate)

commit(mainExecutor, callback)
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https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.54 ReHEABHES

JAVA

long sessionld = blobStoreManager.createSession(blobHandle);
try (BlobStoreManager.Session session =
blobStoreManager.openSession(sessionld)) {
// For this example, write 200 MiB at the beginning of the file.
try (OutputStream output = new
ParcelFileDescriptor.AutoCloseOutputStream(
session.openWrite(0, 1024 * 1024 * 200)))
writeDataset(output);
session.allowSameSignatureAccess();
session.allowPackageAccess(your-app-package,
app-certificate),
session.allowPackageAccess(some-other-app-package,
app-certificate);

session.commit(getMainExecutor(), callback);
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1.5Android 11 Th&EFN API

1.5.5 BRRASXI1E

“AEXIE HRIR—MEE Android 1%, BRNZEFIN
AGFREPRAASTIENLEE, IMEAETXF—TEL: XY
FHEREaNARMES, SHARNESENENDARLERSUAR
EEEREERRINETNT.

Android 11 BRSINT W ZIhRERFT “ASXE" X,

X iE = 8]

EWEFILE, BA=IREERE — 2R D, HPXEss
fABYSEEXE (BIEIEMIBER, SEED o H=EMEY
BAEINIATA EARTFZ T EBVIFRIEEA:
o RITARE, EERECKBFRIKE, BN LETEPS
AR
o SIZBHBIAENAPRIIANE (WRXELEITEERE
HLET, MWELOHEENERFITH) , fEXFEARE
PR EAI=ZRVETE R R ZITERE, BN ERTELEN
(B
o BETIHETHEVRE REREEIKLKHRT) -
o BUEIRHEIRIS M
o RUSHERANWNEL (NHNAXFEERNTZER)
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1.5.5 BRRAS3E
o BUEINERIBANE NS

o NIINEIRE B E XA E NHRED

141 ®4083%

Sat, Sep 29

QO o = < &

Conversations

Jimmy + Messages * now v
Hi

o

Chance - 5m
Hey, we made this Pizza tonight :)

e -

Cat Society - 5m

Tabby: That sounds good to me

2.
oW
<

Alerting notification

9 Maps * 5m

Parking saved
1600 Amphitheatre Pkwy, Mountain View, CA 94043

Silent notification

M Gmail

+ chance@gmail.com * 5m v

Google Store
Earth Day is here

Manage Clear all

B 1: xti&55/8,
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1.5.5 BRRASWIE

SHEERBITIE

M Android 11 FF4&, XTERRILIM “WHE" SiothavErEn.
RBEHXRERERS B A SELOHERE R E T, NRINEEIE
MERIRIEN “BR 3fA TERETRAN, REKETUXY
AP E R XEST1E,

Wed, June 3

QO = &

Conversations

Artur Artemis o W Q

GUUU! n

What's up today? Let's
Artur - 5m A meet up
Does honey speed up the process?

Wednesday, May 20

Yep! @ No
Anu and | are having folks over next
Reply Like [EN e week to make dumplings and watch

the game. Wanna come?

Aww yeah I'm in! Sounds fun!

Today

I've been using honey in my sourdough

starter and it's working really well!

Oh interesting. I've just been adding
more flour.

0 Does honey speed up the process?

20 mins

® [ chatmessage @ 9

B 2: BHILXGZETMMIE 2B PS5,

-137-



1.5.5 BRRAS3E

SHERE T

SHERNRFEA AL INEBTIET, FESSRARETREPKHY
FENHERES—EHI.

APl AN

REDNAT —LE API, XL APl BEESZRECHNNATPERR
SRR A SIE B =08,

SHERYIRZET T

1T BSXMLUERPOLIL, HABEORAREKHTE
HRERT. BITENRNCERKIFENLZRES, 118
BB, GHALE Android 11 PERIDSHRER, BFX, B
MRS BRX AT,

MEBELRMINENRTER T, BEAMAER ShortcutManager 737%
setDynamicShortcuts(). addDynamicShortcuts() 3 push
DynamicShortcut() (AJEBIAFAEEEREANRES]) - R
BARAMIAKBAEFEHREXRT—DARE AR Person #E,
RATFRRNERRNEMES5E, BRITEERNENRERGE
Locusld, FERIZ Locusld S TRNMAA Activity 1 Fragmento
XE RGBT AFARENANER ISR EH T EREES,.
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https://developer.android.google.cn/reference/androidx/core/content/pm/ShortcutInfoCompat.Builder#setLongLived(boolean)
https://developer.android.google.cn/reference/androidx/core/content/pm/ShortcutInfoCompat.Builder#setLongLived(boolean)
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/reference/androidx/core/content/pm/ShortcutInfoCompat.Builder#setLongLived(boolean)
https://developer.android.google.cn/reference/androidx/core/content/pm/ShortcutInfoCompat.Builder#setLongLived(boolean)
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/guide/topics/ui/shortcuts/creating-shortcuts#dynamic
https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#setDynamicShortcuts(java.util.List<android.content.pm.ShortcutInfo>)
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#addDynamicShortcuts(java.util.List<android.content.pm.ShortcutInfo>)
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#pushDynamicShortcut(android.content.pm.ShortcutInfo)
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#pushDynamicShortcut(android.content.pm.ShortcutInfo)
https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo.Builder#setLongLived(boolean)
https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo.Builder#setPersons(android.app.Person[])
https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo.Builder#setLocusId(android.content.LocusId)

1.5.5 BRRAS3E

NREEIHEB A EFE, NAPILEERA removelonglived
Shortcuts() MEREN RES I ; XIFH L RSRERS XEITIERX
EXFrEEIE. BAREA ISR, EBRIFENHE, SNINA
FMEBREFNRESAR, EFE MRESANTRANBRSZ
okt TR, BIRZRRANSREXLEENR, MMslERR
A o

*

AR MRBREFHRESL B IBHRA T AXEENRE
BAIRBEFMERAIZER =2,

X iE @A

NRBRELATHRM, BN xNEEA:

BAIE A MessagingStyleo

(REEMNALL Android 11 s{EEhkAABirFEaRE
) BASKAGENBYISHEFTEZIES XK,
BAT] LUEIT AR setShorteutld() 3¢ setShortcutinfo() 3
BB X, WRNALL Android 10 S BRARZ RN BiRF
8, BHMAHSRERNKEK, WEhRIEE D FPFR,

ERHE, BRREEIENREIREENIEE D PRIXIIE
f&fiLo

{&Bh Locusld YN AR IEHITHER

X

f

o

B

—
=R

e BER R P HIE A P A R BE K@Y IS, BITZEERY
B &REENHNESENIERIERIERFTIL RN,
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https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#removeLongLivedShortcuts(java.util.List<java.lang.String>)
https://developer.android.google.cn/reference/android/content/pm/ShortcutManager#removeLongLivedShortcuts(java.util.List<java.lang.String>)
https://developer.android.google.cn/reference/android/app/Notification.MessagingStyle
https://developer.android.google.cn/reference/androidx/core/content/pm/ShortcutInfoCompat.Builder#setLongLived(boolean)
https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.Builder#setShortcutId(java.lang.String)
https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.Builder#setShortcutInfo(androidx.core.content.pm.ShortcutInfoCompat)
https://developer.android.google.cn/guide/topics/ui/conversations#non-11

1.5.5 BRRAS3E

R EFMARIE T B B s READ AN EEN RS EHITH
i), RARSHEXLETR, A3, AAFETELETENA
FHXTIE, BRIFWARIE T XET R, Rk, HITEBIIEBWNER
Locusld FYmNEREEF 0, HERXEKRY Locusld AN AR
Activity 3% Fragment. R Locusld aIiE 2N RS IE HHINT X iE
HITHR. WRIEEA setShortcutinfo() B3HESRzER KB,
XIERF=EMIIIEHAY Locusldo

XHE=EXF L Android 10 Z{E{EARZS
A EITTEEBIN B A LR

YR AFFIFLL Android 11 N ERFE, EBERMRIZ2IENTIE
=TEH. A, MWATMUIHEREER, NEDNE T XEN
FRAMLEER, DI AR R EXEZ R R HAERIT A,

Y EE: MENAL Android 11 HEBRANBFES, NKFE
& AP AENIZRS FRERINESR, # 8N B HIERHEEEH,

MNHREBEZ B ZOERBN AL MessagingStyle &
®, HEEBHLAG | A—MKEAFEENRES I, ZRERK
TEEMBNN L H, HEXLERNBASHIEXETEFR, H
TR

o BEAHUXEFXER
o BETIERZE WRSBEN)
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https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo.Builder#setLocusId(android.content.LocusId)
https://developer.android.google.cn/reference/android/content/pm/ShortcutInfo.Builder#setLocusId(android.content.LocusId)
https://developer.android.google.cn/reference/android/content/LocusId
https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.Builder#setShortcutInfo(androidx.core.content.pm.ShortcutInfoCompat)
https://developer.android.google.cn/reference/android/app/Notification.MessagingStyle

1.5.5 BRRAS3E
o DREATURHE T IET ATEE

NRBAAHEXLEER, NFESEABIRETRIEEBANATE
Lo WRBAFHEAEE—MEIRIEZNENR, WESHEXETR
A= ER, IRBENATEEE—TERETNEY, UFE
BREXIETEF,

[OiR: INRMEAT MessagingStyle EXRBMHIMREAT

R ALL Android 10 BRRARNBIRTEE, HERZIEANE
F7 MessagingStyle (BRI BRESIER N XE, IIZBH=ET
EXHET RS, HiTRAWT:

o BRLSHEFLER
. RAERM TWER” &1
o AR VRHNIET ARIThEE

[BiE: NRAKMEA MessagingStyle B IR AENEHEIT
[z A3

NRFELIEH KRR MessagingStyle, 1B &3 ARSI ENETIE
MLz A, HEZEXN category BEIE A msg, MZEBEHM=ER
fExiE=E, EiTamT:

o BHILLAndroid 11 ZaihxE&xHPMIEHELETR
. ARG WHEA” &
o RBURNEHAG IRMHIEE BRNIhEE
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https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.MessagingStyle
https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.MessagingStyle
https://developer.android.google.cn/reference/androidx/core/app/NotificationCompat.Builder#setcategory
https://developer.android.google.cn/reference/android/app/Notification#CATEGORY_MESSAGE

1.5.5 BRRAS3E

5. AN

AER DR T B XM EAERMNIRAXNET RN — ISR,
BROZE BT ERYHE?

XIEBEAMAE R REAS R B ERNXIERA A A%, F1i,
RE. XFEIRMBER R HEREBIREDERISLIIE. A
F 3t 8 F B LU S IE L R B BB XAFRVEAE.

FMNAFREET X, NRMNEELENTIEFIEUES
Bi&, BEBMITIESD PIFEZRR.

RERIFHREDL

MREHR AL Android 11 SiESRANEFTFEE, ~ATILER
HIMAEXNE=ER, EHIREIRES . NIRMHE Adaptivelcon
Drawable fEAREA XHEMR, SUERRFES K EAIBERE
TEFRHE, NETHIFE, BERERHRESXE R,

EBRRFDASENDNAGRETHITHR, BERAHERSE
(NREZHZREFEHN)  BATHRINIREEEHLHEDR
R A By REETT T

MR IEBANFIREE TS T

NREEFEE=EVEN, WENBsHIENEEET. &R
DIIZIERRIIE RS R S E 5 BN IEFSE M. WRIEWHLI
TEMN, WREZERSWERXRE NRBMAXSRESN
KEK, WREZER—EXF, RANATZRNEEE.
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https://developer.android.google.cn/reference/android/graphics/drawable/AdaptiveIconDrawable
https://developer.android.google.cn/reference/android/graphics/drawable/AdaptiveIconDrawable
https://developer.android.google.cn/training/sharing/receive#providing-shortcut-imagery
https://developer.android.google.cn/training/sharing/receive#get-best-ranking
https://developer.android.google.cn/guide/topics/ui/conversations#api-notifications

1.5.5 BRRASWIE

KEENARENEN, SEREAMBIRES . ESANHXER
RO ARSI UEERIIN AT ERLE,

HEEHHZRES A UZREHARE, SAMsH=ERES
ZEFERAHERBNERLZITP,

Jingyu Yu =

Reina Grace =

New conversation =

Q Mike Mangid =
+
A

B 3: BRI LIKIEXNEEN, AR EREHY TINERE, AIWIEESIE
PRECE T XhEE A,
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https://developer.android.google.cn/guide/topics/ui/conversations#api-shortcuts
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets

1.5Android 11 Th&EFN API

1.5.6 FE{AfER Android

I DERNET Android 11 ¥EHBYFTE AP DHBEFIITAE
o MFTREAESTMERNNANEMESE, 1525 Android 11
TRZEBIE (53124 Android 11 RNERTF SN BTSN
) o

TE&ER
Android 11 ARt 7 et T/ESRRHMER B LU T ThAE,

HEAEBHIKENTERRHIERINEE

Android 11 B# T AT BEIRE LB TIFRMAIS. NRE
F Android 10 P#ENEE TEARERASTARNLIELRR, &8
BEBIRFINERERE, MARZEE ZHNASEEMNRER
SREHISEBEITEIZE (DPC) EH. EBIXLETIEE, BERILL
BRNMEREATERIZE LNTIERRNNMARR, RN XEER
RX TR BB AL R TP

MREREFREMTZETIFERAANEILE, Android 11 2%
REIRAA DA, XNFDAFTEIRE LB ITIERER, rIHER
T AN BRI E,

FH4 3 Android 11 Hi%#HE

-144 -


https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-all
https://developer.android.google.cn/about/versions/11/behavior-changes-all
https://developer.android.google.cn/work/versions/android-10#improved_provisioning_tools_for_work_profiles

1.5.6 fE®N AR Android

£ Android 11 Lk, ST ERETHTEARREASR, TIEEF
REZBERE. WTEFAMES, XERERENRBMANDRHIRE
E, MERFESEENAFMBRENATBAERELERIE—
TRERERHN—ZE, MEBEMEIMNTeHERE LRIBRTIFE
Al MRERBE, WRILEARNBHRIERR, XIFREER
MERIRETRF T2 HEIRE KL,

FRPAILS EMM B R, BEREB NS EERTFARE Android
1lo EMM AJE Android Enterprise EMM 12HHEHX (BEER)
B F AT B,

RARFRRE

Android 9 AN EIEE S I AR BRIR TR I D AR E B
T RIS Li18EINEE. 7T Android 11 A, & HIER T LASHYT L
TNERER TR DA

. £ RET NAET, REIEFX UE” . FE . K
57 M ‘NAER" #TET.

o HAFPSENDZE share 8%,

o SRSEAF EEY BN BT HTED B BEBES (47
HHEI REB) o

o ERRESEE

Android 11 & 8BFt T RFER, SAANIERHCEFERN,
AP REBERERMAE, i, NRBANIERRESIRERN
BE, BAYBATAEIERMN, TRBEMANTLERR.
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https://developer.android.google.cn/work/managed-profiles
https://emm.androidenterprise.dev/s/
https://developer.android.google.cn/work/versions/android-9.0#work-profile-ui

1.5.6 fE®N AR Android

o 4 1 100%
& Appinfo ® @

Tuesday, May 7 | @ 75°F

Allapps ~ @ e
31 L L (’
o
Gmail alendsr  Camera  Hangouts  Chrome

8 Cal m
A, Android Auto
3.80 MB
@ Calculator ¥ o] Q’qs? D
S )3 MB
o Docs G
", Calendar

5.50 MB

e Carr’1.era

Carrier Services
82 MB

G Chrome

e Contacts
2 21 MB

i\
¢ Drxvze’ ,

Files

B . (W) PAGSRMITERER (fOXEEE “RE” > WAEE" ) .
(Af) TrEFRK BEEEAI ERaI L 1EN A E T

EETFARERRH

T EA 2RI EEEM TFREAEIEE Android 11 18%&, 2
TR EEEERN, TFRRINERRIESRS “Tig 728"

-146 -



1.5.6 fE®N AR Android

%, MR DPC PIRNEZEED, ERILUZEHRUESHEUBA
%o

HAPREZEAN, RAZAHEHETMERNE, fERils 1T 8
ERER. I, Rz, dsEEERs (B3iE) B TRE
S LIEZER, XER[E DPC el e TIFEMEEEENHIT
TE

REIBHILE

UTFHIBEERTARERRE. "RABEAKRE —IENET
ERERENARBMEN LIEEILE,

Common Criteria &I

TR LUB 8 Common Criteria Mobile Device Fundamentals
Protection Profile (MDFPP) FIRHEK, ABIERRENEER
MR RIS E EEHE Common Criteria B (FREZERZ
SEEA) « BAE, Common Criteria R0 LUIERIGH FRLE
ZEARNREeN, BIEEFKIAZHN AES-GCM MNZH Wi-Fi
ECEZE,

BRI S

Y EE WIAEUSER TS StrongBox RRMH KIS E.
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https://developer.android.google.cn/training/articles/direct-boot
https://developer.android.google.cn/work/dpc/security#set_and_activate_a_token
https://developer.android.google.cn/work/dpc/security#secure-passcode-reset
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#isOrganizationOwnedDeviceWithManagedProfile()
https://www.commoncriteriaportal.org/
https://www.commoncriteriaportal.org/files/ppfiles/pp_md_v3.1.pdf
https://www.commoncriteriaportal.org/files/ppfiles/pp_md_v3.1.pdf
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setCommonCriteriaModeEnabled(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#isCommonCriteriaModeEnabled(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#isCommonCriteriaModeEnabled(android.content.ComponentName)
https://developer.android.google.cn/training/articles/keystore#HardwareSecurityModule

1.5.6 fE®N AR Android

£ Android 11 &7, REEBRENEER A UERS MABLES

ERIEEINIE:

. % KeyGenParameterSpec 2HEHEE StrongBox i
£

. XyB#idAttestationFlags, %
3% ID_TYPE_INDIVIDUAL_ATTESTATION,

AR R TSR RE R — 8% 1D N

e

Wz, SEERRNITUTMEEN, BRaWEREN:

. ERAIERRELEAUEEERS. IREERRET —
Nz RBRUBHEZFIANE, NENABRUEERBN
RAEXIMBERMAR FIZNRY, AR =WELE,

o BNAERTFNE, BEFEERMAFBERENUEER.

B TYER BTN FTUERIARIMER: LA Android 11 HERFEN
DPC BRI LUEREFE M ATEE KeyChain ZA8IIH54Y
R, AL AEEIER getCertificateChain() 1 getPrivate
Key(), MA#5EIEA choosePrivateKeyAlias()o
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https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#generateKeyPair(android.content.ComponentName, java.lang.String, android.security.keystore.KeyGenParameterSpec, int)
https://developer.android.google.cn/reference/android/security/keystore/KeyGenParameterSpec.Builder#setIsStrongBoxBacked(boolean)
https://developer.android.google.cn/reference/android/security/keystore/KeyGenParameterSpec.Builder#setIsStrongBoxBacked(boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#ID_TYPE_INDIVIDUAL_ATTESTATION
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#isUniqueDeviceAttestationSupported()
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setLocationEnabled(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPermissionGrantState(android.content.ComponentName, java.lang.String, java.lang.String, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#grantKeyPairToApp(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#grantKeyPairToApp(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/security/KeyChain#getCertificateChain(android.content.Context, java.lang.String)
https://developer.android.google.cn/reference/android/security/KeyChain#getPrivateKey(android.content.Context, java.lang.String)
https://developer.android.google.cn/reference/android/security/KeyChain#getPrivateKey(android.content.Context, java.lang.String)
https://developer.android.google.cn/reference/android/security/KeyChain#choosePrivateKeyAlias(android.app.Activity, android.security.KeyChainAliasCallback, java.lang.String[], java.security.Principal[], java.lang.String, int, java.lang.String)

1.5.6 fE®N AR Android

B, ERNEERRSIEITRY VPN AR LU LT SR sREN Fr S
IEBRYIRIRINIR, MEFEEARPRZE, &8 LUER— M7 ER
HIF R R.

* AR REFIFERERSE LHGEN N ABB PN B AEBE
FB createlnstallintent() &%= CA IEH, MEXATHBAEIRER
FohzsE CA IEH,

5K EEERRERBRNAEH FHRERNNZERES
SR HIT.

« setPasswordMinimumLength() Z/VEE
PASSWORD_QUALITY_NUMERIC,

. FMEEMEERRERTEAEDS
PASSWORD_QUALITY_COMPLEX,

IR TFFRREY VPN 1E5RTNAE: WIRMBATFERY VPN HEEGALE,
R BEBE R %A

X3 ADMIN_POLICY_COMPLIANCE #4177 & #:

o ZECE Android 11 i&&H, RANERTRIE
ADMIN_POLICY_COMPLIANCE, AEHEF
DEVICE_PROVISIONED & & A true,

o TEAIN Google MK=SBYIAATLLEEEH
ADMIN_POLICY COMPLIANCE ECBi8%E. 7T 2021 FH
Android hRZd, HERE R EEMNEN,

-149-


https://developer.android.google.cn/reference/android/security/KeyChain#createInstallIntent()
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordMinimumLength(android.content.ComponentName, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordQuality(android.content.ComponentName, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordMinimumLength(android.content.ComponentName, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#PASSWORD_QUALITY_NUMERIC
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#PASSWORD_QUALITY_COMPLEX
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager?hl=en#setAlwaysOnVpnPackage(android.content.ComponentName, java.lang.String, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#ACTION_ADMIN_POLICY_COMPLIANCE
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#ACTION_ADMIN_POLICY_COMPLIANCE
https://developer.android.google.cn/reference/android/provider/Settings.Global#DEVICE_PROVISIONED
https://developers.google.cn/android/work/play/emm-api/prov-devices#google_account_method
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#ACTION_ADMIN_POLICY_COMPLIANCE

1.5.6 TEEIWAHER Android

teoh, SRR T BT LU BIERYHET AP

MERE FREBHA T BaNIEEH#ITEXEE, BA
&, RE=ENMNMBIRENE B, B

7 setAutoTimeRequired() 1 getAutoTimeRequired() (152
R B D TRIFESE) o

WERE LREERT BN XgEHH#ITEXSE. B
&, Boi=BiIMNERIETX,

NEHFEEATBEARE EVREL IRERIF (FRP)
HRo

HERPRETEATEEEE L BN ERR RN
BB HTIAR S E,

MEFEET2RERE EBRRIFPRITE. BRLEBMR
R AR #E BR T2 LR RAPBVAR T B0

BERE LNTIBUEERRE,
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https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getAutoTimeEnabled(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setAutoTimeEnabled(android.content.ComponentName, boolean)
https://developer.android.google.cn/work/versions/android-11#deprecations
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getAutoTimeZoneEnabled(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setAutoTimeZoneEnabled(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getFactoryResetProtectionPolicy(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setFactoryResetProtectionPolicy(android.content.ComponentName, android.app.admin.FactoryResetProtectionPolicy)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#hasLockdownAdminConfiguredNetworks(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setConfiguredNetworksLockdownState(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getUserControlDisabledPackages(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setUserControlDisabledPackages(android.content.ComponentName, java.util.List<java.lang.String>)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setLocationEnabled(android.content.ComponentName, boolean)

1.5.6 fE®N AR Android

B

Android 11 FHTLUF API, BE#EF5IEIE,

. resetPassword() NEEEFA. FiE DPC BN ZERALSE
BRESE,

. setAutoTimeRequired() #1 getAutoTimeRequired()o 1B
Fi setAutoTime() 0 getAutoTime()o

. setStorageEncryption ] getStorageEncryption()o 7&K
FB getStorageEncryptionStatus()o

« setGlobalSetting() # setSecureSetting() AEBBDEEFRF -
BRI TEAN setter FEMAFRFREBEAZHILE (W0
ETHRIFE, BBRBEXY) .

. setOrganizationColor() B2 F o
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https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#resetPassword(java.lang.String, int)
https://developer.android.google.cn/work/dpc/security#secure-passcode-reset
https://developer.android.google.cn/work/dpc/security#secure-passcode-reset
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setAutoTimeRequired(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getAutoTimeRequired()
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setAutoTime(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getAutoTime(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setStorageEncryption(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getStorageEncryption(android.content.ComponentName)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#getStorageEncryptionStatus()
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setGlobalSetting(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setSecureSetting(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setOrganizationColor(android.content.ComponentName, int)

1.5Android 11 Th&EFN API

1.5.7 JHEE

HEEUE—MNASEAEOPRESRIFERNE R R R,
ENXSAFTBEEMBNZEIA/N, FEHF Activity 2—EETRK
HERS5ZER. BitE, HEERBTER.

a0, RIRBFHARNEESA EELXBFEE.." HR
1, M ENREEERFR:

RFEAP RS ERBMEMLN, B EREREN,
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https://developer.android.google.cn/guide/topics/ui/notifiers/notifications

1.5.7 HBIE

HAThEE

Ef‘ﬁ B makeText() 77722 —KBIK Toast WR. b7 EXRA

2% WA Context. XFHEMEREN K, EaRE—
IEE%%MATJGE’] Toast MR, EEILUER show() B BAEEA,
LR BIFRR

KOTLIN

val text = "Hello toast!"
val duration = Toast.LENGTH_SHORT

val toast = Toast.makeText(applicationContext, text, duration)
toast.show()

JAVA

Context context = getApplicationContext();
CharSequence text = "Hello toast!";
int duration = Toast.LENGTH_SHORT;

Toast toast = Toast. makeText(context, text, duration);
toast.show();

-153-


https://developer.android.google.cn/reference/android/widget/Toast#makeText(android.content.Context, int, int)
https://developer.android.google.cn/reference/android/widget/Toast
https://developer.android.google.cn/reference/android/content/Context
https://developer.android.google.cn/reference/android/widget/Toast#show()
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.7 HBIE

WRFIERT RZEERBEENFAEN—Y, LFAFEHEMA
B. B, ErREFRUANENSIREERE, EECALECD
N EM AR RIXFER. FXNE T AR TIXERR(F,

BRI LR TS %, BRRE Toast WK, W HFIR:

KOTLIN

Toast.makeText(context, text, duration).show()

JAVA

Toast.makeText(context, text, duration).show();

-154-


https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.7 HBIE
BEHEIE

MAEBEREBNERERIBWIEKFEFEFRE R, & LUE
F8 setGravity(int, int, int) 757 ABSUILUE. HEEZES =125
Gravity 88. x UEREM v 1ER%.

B0, MNRIEREEEENZERELE LA, SR TR
FE(

KOTLIN

toast.setGravity(Gravity. TOP or Gravity.LEFT, 0, 0)

JAVA

toast.setGravity(Gravity. TOP|Gravity.LEFT, 0, 0);

NREBOGBUE, BERE_PSENE, BR MEE), 15t
REE—T2HHE,
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https://developer.android.google.cn/reference/android/widget/Toast#setGravity(int, int, int)
https://developer.android.google.cn/reference/android/view/Gravity
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.7 HEIE

B3 B E SCH RIENE

MREENNFHEARE, EHLUTEEEBRNEIEBENS
Bo. BAIBBEENXMR, BE XML XNBRETEN View 15,
FBR View SIR1LELS setView(View) Fiko

ULTFTHKBEREEBEESEEEENNBEEXYHR (B F
79 layout/custom_toast.xml) :

<LinearLayout
xmlns:android="http://schemas.android.com/apk/res/android"
android:id="@+id/custom_toast_container"
android:orientation="horizontal"
android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:padding="8dp"
android:background="#DAAA"
>
<ImageView android:src="@drawable/droid"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginRight="8dp"
/>
<TextView android:id="@+id/text"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:textColor="#FFF"
/>
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https://developer.android.google.cn/reference/android/view/View
https://developer.android.google.cn/reference/android/widget/Toast#setView(android.view.View)

1.5.7 HBIE

</LinearLayout>

= «

15 FE, LinearLayout 7tEM ID & “custom_toast_container” o
B AL ID A XML FaEX 4 “custom_toast” B9 ID 78
mE, WA

KOTLIN

val inflater = layoutInflater
val container: ViewGroup =
findViewByld(R.id.custom_toast_container)
val layout: ViewGroup = inflater.inflate(R.layout.custom_toast,
container)
val text: TextView = layout.findViewBylId(R.id.text)
text.text = "This is a custom toast"
with (Toast(applicationContext)) {
setGravity(Gravity.CENTER_VERTICAL, 0, 0)
duration = Toast.LENGTH_LONG
view = layout

show()

JAVA

Layoutlnflater inflater = getLayoutinflater();
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https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.7 HBIE

View layout = inflater.inflate(R.layout.custom_toast,
(ViewGroup)

findViewByld(R.id.custom_toast_container));

TextView text = (TextView) layout.findViewByld(R.id.text);

text.setText("This is a custom toast");

Toast toast = new Toast(getApplicationContext());
toast.setGravity(Gravity. CENTER_VERTICAL, 0, 0);
toast.setDuration(Toast.LENGTH_LONG);
toast.setView(layout);

toast.show();

B, FH getlayoutinflater() (3§ getSystemService()) 0z
Layoutinflater, #AE{EH inflate(int, ViewGroup) #7785 XML Hfy
mH. E—1SHREMRBER ID, E_NSHERUE. ErLl
FRLT 7ENEETERRETENES View WK, FILITERTLL
FHIRFENX ImageView Fl TextView TEHNAR. &G, &F
F8 Toast(Context) I — M EBEIE, HIgBEEHBEN—LEM
(BlINE LK) » FEBIEAR setView(View) FREMEEY 78
ERmE. ME, ErILUEIIEA show() ERBEXMEETH
B,

* AR BRIEEEEA setView(View) EXHFE, BNEMIE AT
BRHEATEEE. MRELEEFEBNEEXHR, MK
FB makeText(Context, int, int) BlEHE E1E,
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https://developer.android.google.cn/reference/android/app/Activity#getLayoutInflater()
https://developer.android.google.cn/reference/android/content/Context#getSystemService(java.lang.String)
https://developer.android.google.cn/reference/android/view/LayoutInflater
https://developer.android.google.cn/reference/android/view/LayoutInflater#inflate(int, android.view.ViewGroup)
https://developer.android.google.cn/reference/android/widget/Toast#Toast(android.content.Context)
https://developer.android.google.cn/reference/android/widget/Toast#setView(android.view.View)
https://developer.android.google.cn/reference/android/widget/Toast#show()
https://developer.android.google.cn/reference/android/widget/Toast#setView(android.view.View)
https://developer.android.google.cn/reference/android/widget/Toast#makeText(android.content.Context, int, int)

1.5 Android 11 IHAEFD API
1.5.8 =HIIMNER IR &

£ Android 11 MESMRAF, “HRRIFIAILETEIZEE" haerit
A& Android BB SERREENIEHEIINBILE (FIE04T.
1ER2RMAEN) o EEEEER (BE Google Home) ME=7H
HE RN AR LUREFEL TEX R ERNiGE. AEEFEREN
AUt TEX R IGEEFI2BNGEE, UNEEXRERGINANS
o

WMERMI S F, 1EIEFABE ControlsProviderService, 1RBIEFR
ENXIEHRBG BN A HINES, AEAXEEEFLELS
o
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1.5.8 1=l ERIRE

FFHE

& RGBT EREREESRIZSE . BRI FRNIRE
RN R HER:

® on ® On-80% M Open - 80%

Floor lamp Floor lamp Blinds

Downstairs Downstairs Downstairs

= R RETET R BE (FEMEAT SR

1 Tas toy £tar
©| Tap to start

Coming home Thermostat

FORSEIETT BEmRE (2%xE)
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1.5.8 1=l ERIRE

v Q %
Thermostat

Kitchen

O

73

-+

Indoor Humidity
73 61%

Cool mode

BEER (EFTH)

IR MR LR EIEN BIN A, L ERITE SR R(F. &R
UBEEX S MU HERNES, BATRESERFFR, B
EERAFANEIRMEAE, FRIFFNUNRESIRETILE.
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1.5.8 1=l ERIRE

BIERSS

7K =B o T B 017 8l 2 ControlsProviderService, It BR 55 & A
Android AR E, EHN BB EEEEHIZSN 2/R1E Android
REMNEEIEHIES XA,

ControlsProviderService APl {RE & BN U/ GitHub I HE
FENX MmN IR IANRE Java 9 AR EFREANmN IR, %
API EEIGR LU LS 2 MY -

. KfhE. BNNBRANE
. THE: AEREETRE, JURAARHEBERSMEN

o TH: RHEAUUARSRELXEENNNEEE; XhE
T & AT AR X B (E)S B E

FEERARSS

TN BB AEREN A BRI EERIRS . FIREE BIND_
CONTROLS FRo

AR MINELE ControlsProviderService BY intent 123828, ItbadiE
SSEE L N TR R R E,
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https://developer.android.google.cn/reference/android/service/controls/ControlsProviderService
https://github.com/reactive-streams/reactive-streams-jvm/blob/v1.0.3/README.md
https://github.com/reactive-streams/reactive-streams-jvm/blob/v1.0.3/README.md
https://docs.oracle.com/javase/9/docs/api/java/util/concurrent/Flow.html

1.5.8 1=l ERIRE

<l-- New signature permission to ensure only systemui can bind to these
services -->
<service android:name="YOUR-SERVICE-NAME"
android:label="YOUR-SERVICE-LABEL"
android:permission="android.permission.BIND_CONTROLS">
<intent-filter>
<action
android:name="android.service.controls.ControlsProviderService" />
</intent-filter>

</service>

e IEMRRYIE (R

APl BT BT REGNMRERAE. NHIEFTDESE, &5
BEERHINEEUNRAFSEEDNAR. BAMES, EEEH
1TLATRIE:
1 ERBHARINEEXEL, DeviceTypes KEX HEH1FH
FRE IR, RERATHEREEREFNEREE,

2. HEEEAR B REM. REMEUE (FIWFERE) Uk
S REBEHMRE XA TR,

3 IEBRRERR, NAPERESF. RARNEHDE—
NREBR AR ControlTemplate, IHERESEZEEAF 2R
EHIRS UL PTREMBEATE (B ControlAction) o TERMEE
AT —Len] ARRIR N B S 15801
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https://developer.android.google.cn/reference/android/service/controls/DeviceTypes
https://developer.android.google.cn/reference/android/service/controls/templates/ControlTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/ControlAction

1.5.8 #=HSMERIRE

[ B1E %88
ControlTemplat i None [ F3 0] LU AR A AR SR 18 A Kz dE

e.getNoTemplat
eObject()

HEER, BRFREE5EH#ITE,

ToggleTemplate

BooleanAction

FNAITL B AMERRES Z BITHRR
=, BooleanAction W B & —NF
ER, HAPRAZHR, ZTFERS
AR B RIS

RangeTemplate

FloatAction

FREETRIME. BEXEMSKE
BB, HEF SRR E RN,
RYENOBEY FloatAction TR &%
EIEEEHENNH.

ToggleRangeTe
mplate

BooleanAction
, FloatAction

LEAR R

& ToggleTemplate #l RangeTempla
te WAAE. EXFAREFFIEIR,
Ba, FEEHIRIEYEAT B AR,

TemperatureCo
ntrolTemplate

ModeAction, B
ooleanAction,

BRTER ERER—IURIEZIN, It
RIEAVFAFIRERT, WHEE.

FloatAction 2. BB, TEET KA.
StatelessTempl + CommandActi | BT feniRH AR IhEEB L AMfEH
ate on RS G, FINAIMNEBEMERR,

R UEFRIEARIRTE X E AR FEN
7, HRRGTEHFIRSENR.
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https://developer.android.google.cn/reference/android/service/controls/templates/ControlTemplate#getNoTemplateObject()
https://developer.android.google.cn/reference/android/service/controls/templates/ControlTemplate#getNoTemplateObject()
https://developer.android.google.cn/reference/android/service/controls/templates/ControlTemplate#getNoTemplateObject()
https://developer.android.google.cn/reference/android/service/controls/templates/ToggleTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/BooleanAction
https://developer.android.google.cn/reference/android/service/controls/templates/RangeTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/FloatAction
https://developer.android.google.cn/reference/android/service/controls/templates/ToggleRangeTemplate
https://developer.android.google.cn/reference/android/service/controls/templates/ToggleRangeTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/BooleanAction
https://developer.android.google.cn/reference/android/service/controls/actions/BooleanAction
https://developer.android.google.cn/reference/android/service/controls/actions/FloatAction
https://developer.android.google.cn/reference/android/service/controls/templates/TemperatureControlTemplate
https://developer.android.google.cn/reference/android/service/controls/templates/TemperatureControlTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/ModeAction
https://developer.android.google.cn/reference/android/service/controls/actions/BooleanAction
https://developer.android.google.cn/reference/android/service/controls/actions/BooleanAction
https://developer.android.google.cn/reference/android/service/controls/actions/FloatAction
https://developer.android.google.cn/reference/android/service/controls/templates/StatelessTemplate
https://developer.android.google.cn/reference/android/service/controls/templates/StatelessTemplate
https://developer.android.google.cn/reference/android/service/controls/actions/CommandAction
https://developer.android.google.cn/reference/android/service/controls/actions/CommandAction

1.5.8 1=l ERIRE

TERXEERRE, NAEERLEIEEM:

o MRITBHEPRESEKH, FifEA Control.StatelessBuilder #9328
2525,

o« NRITBHERESER, FHER Control.StatefulBuilder ##
2535,

NEGREARE

SIEEHE, ZEGHEE—1NAHE, AAERSHAGREIZE
HMITETE. ControlsProviderService 258 A& 1E N B S
BN ATRERE:

. createPublisherForAllAvailable(): iz AR HMFRTE R4
BlZ— Publisher, 1/ Control.StatelessBuilder() A% %k
RE&EME Controlse

. createPublisherFor(): N—ALEMNIZHBIE—D
Publisher, 8 MEHFHEFRBIMRFFIRIR. FHA
Control.StatefulBuilder #8X£E Controls, RN L& #
AENMEHDE— MRS,

BIEARmE

LIEHN B E SRR TR RSERERN, NEAMEE MG
RS REURSATEER —THEEFEN BERIE, RO EIRMIEMNLE
MMFL RS, 8/ createPublisherForAllAvailable() A% 0T
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https://developer.android.google.cn/reference/android/service/controls/Control.StatelessBuilder
https://developer.android.google.cn/reference/android/service/controls/Control.StatefulBuilder
https://github.com/reactive-streams/reactive-streams-jvm/blob/v1.0.3/api/src/main/java/org/reactivestreams/Publisher.java
https://developer.android.google.cn/reference/android/service/controls/ControlsProviderService#createPublisherForAllAvailable()

1.5.8 #=HSMERIRE

G EH RS BEE, L5 A®R Control. StatelessBuilder 13
%ﬁ .jj‘/éﬁ\? 1#9/‘]’{*/@\%37&]35'%%]9/]0

EHERE Android SFREIFE, AR R0 R DOERREBY M (B
CERWTER) To

Y HE: UTREGANE Rdava &, 84T LE R
5 ReactiveStreams API FISEFREAIEM AP,

KOTLIN

/™ If you choose to use Reactive Streams API, you will need to put the
following

*into your module's build.gradle file:

* implementation 'org.reactivestreams:reactive-streams:1.0.3'

* implementation 'io.reactivex.rxjava2:rxjava:2.2.0'

Y/

class MyCustomControlService : ControlsProviderService() {

override fun createPublisherForAllAvailable(): Flow.Publisher {
val context: Context = baseContext
vali=Intent()
val pi =
Pendinglntent.getActivity(
context, CONTROL_REQUEST_CODE, i,
PendingIntent.FLAG_UPDATE_CURRENT
)

val controls = mutableListOf()
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https://developer.android.google.cn/reference/android/service/controls/Control.StatelessBuilder
https://www.reactive-streams.org/
https://developer.android.google.cn/about/versions/10/behavior-changes-all#kotlin

1.5.8 #=HSMERIRE

val control =
Control.StatelessBuilder(MY-UNIQUE-DEVICE-ID, pi)
// Required: The name of the control
.setTitle(MY-CONTROL-TITLE)
// Required: Usually the room where the control is located
.setSubtitle(MY-CONTROL-SUBTITLE)
// Optional: Structure where the control is located, an
example would be a house
.setStructure(MY-CONTROL-STRUCTURE)
// Required: Type of device, i.e., thermostat, light, switch
.setDeviceType(DeviceTypes.DEVICE-TYPE) // For example,
DeviceTypes. TYPE_THERMOSTAT
.build()
controls.add(control)
// Create more controls here if needed and add it to the ArrayList

// Uses the RxJava 2 library
return
FlowAdapters.toFlowPublisher(Flowable.fromlterable(controls))

}

JAVA

/* If you choose to use Reactive Streams API, you will need to put the
following

*into your module's build.gradle file:

* implementation 'org.reactivestreams:reactive-streams:1.0.3'

*implementation 'io.reactivex.rxjava2:rxjava:2.2.0'
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1.5.8 #=HSMERIRE

*/

public class MyCustomControlService extends ControlsProviderService {

@Override
public Publisher createPublisherForAllAvailable() {
Context context = getBaseContext();
Intent i = new Intent();
Pendingintent pi = PendingIntent.getActivity(context, 1, i,
Pendingintent.FLAG_UPDATE_CURRENT);
List controls = new ArrayList<>();
Control control = new
Control.StatelessBuilder(MY-UNIQUE-DEVICE-ID, pi)
// Required: The name of the control
.setTitle(MY-CONTROL-TITLE)
// Required: Usually the room where the control is located
.setSubtitle(MY-CONTROL-SUBTITLE)
// Optional: Structure where the control is located, an example
would be a house
.setStructure(MY-CONTROL-STRUCTURE)
// Required: Type of device, i.e., thermostat, light, switch
.setDeviceType(DeviceTypes.DEVICE-TYPE) // For example,
DeviceTypes. TYPE_THERMOSTAT
.build();
controls.add(control);
// Create more controls here if needed and add it to the ArrayList

// Uses the RxJava 2 library
return

FlowAdapters.toFlowPublisher(Flowable.fromlterable(controls));
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RREE—ARNE, BNAXEEHEIEARE. £/ create
PublisherFor() 77°%, RRR I 5 7E (A Control.StatefulBuilder 15
EBRE, ZERESMEHNZEIIRES @I, BRIER) -

KOTLIN

class MyCustomControlService : ControlsProviderService() {

private lateinit var updatePublisher: ReplayProcessor

override fun createPublisherFor(controllds: MutableList):

Flow.Publisher {

val context: Context = baseContext

/* Fillin details for the activity related to this device. On long
press,

* this Intent will be launched in a bottomsheet. Please design the
activity

* accordingly to fit a more limited space (about 2/3 screen
height).

i

vali=Intent(this, CustomSettingsActivity::class.java)

val pi =

PendingIntent.getActivity(context,

CONTROL_REQUEST_CODE, i, PendingIntent.FLAG_UPDATE_CURRENT)

updatePublisher = ReplayProcessor.create()
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if (controllds.contains(MY-UNIQUE-DEVICE-ID)) {
val control =
Control.StatefulBuilder(MY-UNIQUE-DEVICE-ID, pi)

// Required: The name of the control

setTitle(MY-CONTROL-TITLE)

// Required: Usually the room where the control is
located

.setSubtitle(MY -CONTROL-SUBTITLE)

// Optional: Structure where the control is located, an
example would be a house

.setStructure(MY-CONTROL-STRUCTURE)

// Required: Type of device, i.e., thermostat, light,
switch

.setDeviceType(DeviceTypes.DEVICE-TYPE) // For
example, DeviceTypes. TYPE_THERMOSTAT

// Required: Current status of the device

.setStatus(Control. CURRENT-STATUS) // For example,
Control.STATUS_OK

.build()

updatePublisher.onNext(control)

//If you have other controls, check that they have been selected

here

// Uses the Reactive Streams API

updatePublisher.onNext(control)
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JAVA

private ReplayProcessor updatePublisher;

@Override
public Publisher createPublisherFor(List controllds) {

Context context = getBaseContext();

/* Fill in details for the activity related to this device. On long press,

* this Intent will be launched in a bottomsheet. Please design the
activity

*accordingly to fit a more limited space (about 2/3 screen height).

i

Intent i = new Intent();

PendingIntent pi = Pendinglntent.getActivity(context, 1, i,
PendingIntent.FLAG_UPDATE_CURRENT);

updatePublisher = ReplayProcessor.create();
// For each controlld in controllds
if (controllds.contains(MY-UNIQUE-DEVICE-ID)) {
Control control = new
Control.StatefulBuilder(MY-UNIQUE-DEVICE-ID, pi)

// Required: The name of the control
.setTitle(MY-CONTROL-TITLE)
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// Required: Usually the room where the control is located

.setSubtitle(MY-CONTROL-SUBTITLE)

// Optional: Structure where the control is located, an example
would be a house

.setStructure(MY-CONTROL-STRUCTURE)

// Required: Type of device, i.e., thermostat, light, switch

.setDeviceType(DeviceTypes.DEVICE-TYPE) // For example,
DeviceTypes. TYPE_THERMOSTAT

// Required: Current status of the device

.setStatus(Control. CURRENT-STATUS) // For example,
Control.STATUS_OK

.build();

updatePublisher.onNext(control);

1
// Uses the Reactive Streams AP

return FlowAdapters.toFlowPublisher(updatePublisher);

RMIBIEME
performControlAction() B4 HES, RBEFESERXHN

EHHIT T B, BRIFRBERIZE ControlAction REAEE, X4
EBEHFRITIEZLBUIRME, AR Android FREIFEHIREIR

eNO

KOTLIN
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class MyCustomControlService : ControlsProviderService() {

override fun performControlAction(

controlld: String, action: ControlAction, consumer: Consumer) {

/* First, locate the control identified by the controlld. Once itis
located, you can

*interpret the action appropriately for that specific device. For
instance, the following

* assumes that the controlld is associated with a light, and the
light can be turned on

* or off.

i

if (action is BooleanAction) {

// Inform SystemUI that the action has been received and is
being processed
consumer.accept(ControlAction.RESPONSE_OK)

// In this example, action.getNewState() will have the
requested action: true for  “On”
// falsefor “Off” .

/* This is where application logic/network requests would be
invoked to update the state of

* the device.

* After updating, the application should use the publisher to
update SystemUI with the new
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* state.
"/
Control control = Control.StatefulBuilder
(MY-UNIQUE-DEVICE-ID, pi)
// Required: The name of the control
.setTitle(MY-CONTROL-TITLE)
// Required: Usually the room where the control is located
.setSubtitle(MY-CONTROL-SUBTITLE)
// Optional: Structure where the control is located, an
example would be a house
.setStructure(MY-CONTROL-STRUCTURE)
// Required: Type of device, i.e., thermostat, light, switch
.setDeviceType(DeviceTypes.DEVICE-TYPE) // For example,
DeviceTypes. TYPE_THERMOSTAT
// Required: Current status of the device
.setStatus(Control. CURRENT-STATUS) // For example,
Control.STATUS_OK
.build()

// This is the publisher the application created during the call
to createPublisherFor()

updatePublisher.onNext(control)

JAVA

@Override
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public void performControlAction(String controlld, ControlAction
action,

Consumer consumer) {

/* First, locate the control identified by the controlld. Once it is
located, you can

*interpret the action appropriately for that specific device. For
instance, the following

* assumes that the controlld is associated with a light, and the light
can be turned on

*or off.

i

if (action instanceof BooleanAction) {

// Inform SystemUlI that the action has been received and is being
processed
consumer.accept(ControlAction.RESPONSE_OK);

BooleanAction action = (BooleanAction) action;

// In this example, action.getNewState() will have the requested
action: true for  “On”

// false for “Off” .

/* This is where application logic/network requests would be
invoked to update the state of

* the device.

* After updating, the application should use the publisher to update
SystemUl with the new

* state.
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i
Control control = new
Control.StatefulBuilder(MY-UNIQUE-DEVICE-ID, pi)
// Required: The name of the control
setTitle(MY-CONTROL-TITLE)
// Required: Usually the room where the control is located
.setSubtitle(MY-CONTROL-SUBTITLE)
// Optional: Structure where the control is located, an example
would be a house
.setStructure(MY-CONTROL-STRUCTURE)
// Required: Type of device, i.e., thermostat, light, switch
.setDeviceType(DeviceTypes.DEVICE-TYPE) // For example,
DeviceTypes. TYPE_THERMOSTAT
// Required: Current status of the device
.setStatus(Control. CURRENT-STATUS) // For example,
Control.STATUS_OK
.build();

// This is the publisher the application created during the call to
createPublisherFor()
updatePublisher.onNext(control);
}
}
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1.5 Android 11 IhgEFD API
1.5.9 ¥ EoHEFTINEESREER

M Android 11 7144, BEREMBMNE (IME) BILUERIZISR
MyEEPLARASNEREMEREIN, MARRSE MELE
PETRXERN, BTXEEMAFTEZNAEEARLIE (0F
BEERFER) , AERFEREREFENZE, XEZIXY IME
feiElo IME NIZEIESEERER, A eeEAItINEE. MR IME
NZIEEB I ZENRETIRARIE, BURERE MRS
R, FERAE Android 11 ZEI—H¥,

TETRIE

NTIERNREERENTFRE, BEMIEIRBEER
BB, FIRIED, IME R HRIRESEMBINE, BIEMH
BFRzZERFENENRHIER. RERMAFRMBAR
RE, BURHEEFAIERTANEMERRS,.

L APRBERET —MaRAXBERENEATR L, W
ZIEHERAFRATR.

2. FEEWYEIN IME MENNENRERER, EETIRE
SHRATRESATINEE, R IME RENRHEFALF
WERBnNETEINEE, BN ERE MIXEH, HEE
Android 10 N BRRAA—1F,
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1.5.9 B EmEREESBEEM

3. FEEXR IME EHEBIENR, WENIBEKREET IME B2
EAENME, TEETESFENUNZNNE. 2IAE
BETERANIN XFAN BaMFEEESS, Mmit
BIVRMHIERFEEBILED IME BYSNIAN XS,

4. FABERBIGRHEFRHEN, FTEIIBERNVBE, 8%
BNEEE—PENE, U e ENRERY View.

5. FaEM IME BB EEME, IME EREIAREZUYT 7E
FREWA View, NTMETE. NTHRIFBFAHERMLER,
IME EX—IEREFEBNET 4o

6. MRAPERTHR—FRIN, RA=EMN IME, ENGE
5B N TS RAEEZ N —#,

TEJLESNABTIMEE IME SUEREER U FARBIE
I8k,

ECE IME DIXFFAER BEiiE7EThEE

KEANATNEEE IME UXFBAREMETINEE, IR IME
FZFAMENAFTYIRE, FASERINE MIREPEREER
FEAIES

IME %% supportsinlinedSuggestions B141&9 true:
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<input-method

xmlns:android="http://schemas.android.com/apk/res/android"

android:supportsinlineSuggestions="true"/>

HTaEEEMEREZNE, E=EA IME BY InputMethod
Service.onCreatelnlineSuggestionsRequest() 757%. &AM T
F5ik. R[] InlineSuggestionsRequest, ZITRIEE T U TAR:

o« IME EEZ/DEEN

o BEEIE InlinePresentationSpec, FTENXNIFIEMN
2N

K IR MRCEENSIMELTERNENVAE, SBRE—%
MERTAEZREN. XBMKE, N, NREREH—F=
MAE, BYRHEF SRR TAERN,

FaBTRNG, E=EA IME B oninlineSuggestions
Response() 777%, FH & #BE 2 EINH InlineSuggestionsResponses
BRSEIMIE T 7E. EBHSEIM=IAM InlineSuggestionsResponse.
getinlineSuggestions() BURBVEINBIFIZR, AGEESIEA Inline
Suggestion.inflate() 77 /&RT TR HFEN.
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1.5.9 B EmEREESBEEM

B & Bt iRSS Ui ER B iR 78
ThEE

REDN AT WA EZ D EIESR UV E AT I, TR
EHNRRTHRNIRETNEFRINEE, FASMIAE MIRERER
BEnEFREN.

FHEIEIBRNIURF supportsinlinedSuggestions BE1&4 true:

<autofill-service
xmlns:android="http://schemas.android.com/apk/res/android"

android:supportsinlineSuggestions="true"/>

4 IME EZEHMERENEN, FEEALNEMNERRS
89 onFillRequest() 757%, FLBE Android 11 ZHi—#F., AT, &
ARSIV R EER FillRequest IR getinlineSuggestions

Request() 757%, LAUIREX IME @IEH InlineSuggestionsRequests,
InlineSuggestionsRequest 187 7 BB L/ VD ERERIEIN, UK
AIZIMEEFEN. IR IME FAEZFRBREIN, ZAFE2ERE null

M BEHAETIRE 20 InlinePresentation 3%, BT Inline
SuggestionsRequest FIERIRAEE, 2T HAMLTUEREH In

lineSuggestionsRequest 8B IR/ NYRF M. 7T REWRES
IME, 15 ¥ X & £ 21 8 B — X Dataset.Builder.setValue() o

Android 11 Mt T #aA<HY Dataset.Builder.setValue() 235K
BRI o
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1.5.9 BEMAETEESEEEN

AR B IME NMRAEHIRSREHENEIN, EFERILIE—E
SR

REEEHR
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2.1

1% E Android 11 SDK

Android 11 alitEBE ERMAEFRYT BNA, FESEEEK
BT Bl AT ML AP R RIFNITAESE,
— LT RATENEMLL Android 11 ABARFEERINE, MEME

S® M7 Android 11 & & EETHMBENE (TN A
A targetSDKVersion J91a) o

MEEA Android 11 APl T H &HIRE Android 11 T AL E
M, BRBIETIESIGEETE Android Studio HIEE
Android 11 SDK, 37f Android 11 #EFiz{TN A,
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2.1 I%E Android 11 SDK

2.1.1 FFEVEFM Android Studio FUSAR

Android 11 SDK 8&—L5FLE|HA Android Studio AESH
o, Kb, NTIHFERER Android 11 SDK FFAAEL, Fi1E
WIRLEEFEHE Android Studio 1% Al

SREX ANDROID STUDIO Fii'%

@l LA Android Studio 3.3 KB & R4 45 1% #0505
Android 11 WA, {EE8% Android1l SDK FF Al gE= 8 &
Gradle EIFRMABMUN ST REHBIMEXNES, IR,

BILUREBEREMINE Android Studio s, FEAERILIFFIT

EZ TR,

-

iz

W

2.1.2 ¥XEY Android 11 SDK

LZEHFTH Android Studio &, BERUTFTEZE Android 11
SDK:

7. iR =25 Tools > SDK Manager.
8. 7 SDK Platforms #3& 01, 1%t# Android 11,

9. 7 SDK Tools f3& 1, % Android SDK Build-Tools 30
({EBERE) -

10. Ry OK FFIa %%,
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2.1 I%E Android 11 SDK

2.1.3 EHERE

BN ANHEEEEXNLL Android 11 RBEFRFEA R ILLERMN
FAimi8] Android 11 API, HibGFE&ESEZAINXT Android 11 892 E
T ENeEMLAENNANRAM, OFHTIENR, B FARR
¢% build.gradle X4 F E %1 compileSdkVersion
targetSdkVersion:

android {
compileSdkVersion 30

defaultConfig {
targetSdkVersion 30

Y0F THE Android 11 HIR]RERMREBYN ARV E LUE At B
BTN, EZFELT !

o EMFTENEAH Android 11 ITATE
o =MLl Android 11 NBEARFEEBNER Android 11 174

TE

« Android 11 F2fANTE
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2.1.3 EMEEE

NEFA THE Android 11 AIRMHAIFT AP, B2 Android 11
IHEEAD APlo
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2.2

SREX Android 11

EEI LU UM E—M75FU3REX Android 11:
1. FREVERATF Google Pixel &3 OTA BRI ALIRE
2.1% & Android RIAZELIZTT Android 11
3. REUERATRE Treble HENEKIEEN GSI RGMUE

WETHENAEE Android Studio MUHATNIRAMFF L, BZEE
& SDKo
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2.2 ¥%EY Android 11

2.2.1 £ Pixel &8 3REY Android 11

NREFEAWE SR Google Pixel 1&&, MBI LUGE FH B H
Android R, LUEIENE TLE FHEBAEW Android 11,

I, MREHBLEFIRITIRE, MEILFE Pixel T2 D1E _EIREX
1%%&H Android 11 RZRE. BFEIRE XM RS ERSE]
8% E—RRRH, HEREEFEGINE (FlNEmplsE
JAM) B, T ARREIRE SR A.

ERZHERT, ELEEEMEMEIAIYIE] Android 11,
BRMNEE IS EBERTE D,

Android 11 1EFBF Pixel 3/3a A 3/3a XL. Pixel2 # 2 XL L%
Pixel # Pixel XLo
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2.2.2 & Android =N LUBTT
Android 11

EoE Android BRI LIETT Android 11 2RZEHINEEFM API
IR Android 11 TR ERVIRIEER R %, G B RIPUSSELIR
XN HE, FLEENEMEERTHISER .

R LIE Android Studio R Android 11 1& E&RHI2s:
1. 2% Android Studio BISRFTFIMEAR builde
2.7 Android Studio /1, kX = Tools > SDK Manager.

3. 7 SDK Tools #r& T, FEFEEHH Android #4285, A5
Hi OKe RS TERTMA WRHERZE) .

£ Android Studio 9, X s Tools > AVD Manager, G
BRiEACIE—1HT AVD,

TESNERR Pixel 2. Pixel 3. Pixel 3a. Pixel 4 3¢ Pixel 4a 1&&
EX LK Android 11 (APl 431 30) RZRE, WIREERTE
S5EH8 % E N ILER Android 11 RZEER, 15m= 5 Release
Name 551889 Download T #H)1ZBE &,

R[EIF] AVD EIEBPHEMNIZETIRG, WEHMEPILERITE

BNZIE &
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https://wetest.qq.com/activity/Android
https://wetest.qq.com/activity/Android

% 2 IK)/TEx: EEAEESR
SN A B ERAT AP
T

EREIEARARBAGNREANERSRAG, T—FPE2EIE
#7 targetSdkVersion FFIA Android 11 BY#r API FITNBESRAIN
Xf Android 11 BN EX=R, TEEMER, EHRIAILIIEIHITX
LEiE, HFILEHXIF A/ Google Play E3K,

Lt ReEXE Android 11 B, BEEEEAH T LL Android
11 ABERFAENNANTAEE, XEHIIMRNITAEEES
SHEERANINEERA, ARLEERT, EEEHTAERL
T1E, RItRFRETHR. AEENETEFNE, EXEaLUIEBRFT
ETBENERT, BRRSMETIR RN S TN Ao

UTE2EXF Android 11 BYFE,
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https://support.google.com/googleplay/android-developer/answer/113469#targetsdk
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/migration#using_app_compatibility_toggles

% 2 MiEr: BN ABEMAERN AP #ITE

Get Android 11 SDK

v

Review changes

Check against new
privacy changes

l

Adopt Android 11
features

l

Test

g

Final Updates

Install Android Studio 3.5 or higher to build with Android
11. Make sure you have an Android 11 device or emulator.
Update your targetSdkVersion and other build
configurations,

Review the system behavior changes that apply to apps
targeting Android 11. Identify areas where your app may
be affected, and plan how to support them.

Make code and architecture changes needed to
support Android 11's new user privacy changes.

Take advantage of Android 11 APIs to bring new
features and capabilities to your apps. Recompile for
Android 11.

Test on an Android 11 device or emulator. Focus on
areas where behavior changes may affect your app.
Exercise new APls. Report any platform, AP, or
third-party SDK issues.

When Android 11 APls are final, update your
targetSdkVersion and other build configurations
again, make any additional updates, and test your app.

Sign, upload, and publish your updated Android App
Bundle or APK,

-199 -



5 2 Bk BNV AEARHERRT APl #ITHE

SREX SDK, BB TFE, EBF APl #HiTHE

NFFIE2EZFF Android 11, B5ERF Android 11 SDK (BUKFR
ENEAEMTE) TH2 Android Studio F. ETXR, BLNA
89 targetSdkVersion 1 compileSdkVersion 28 "30", REE
WMmIEN B, BXIFE, BEHILEER,

ik Android 11 W H

RIS HZRETES Android 11 BIISE EG, EFBI
X, UUMBIRNAEETSTE Android 11 EIFEIE T, FETHTEN
EENNBUFEFENERFENAER, RLEEETEFB A

E yﬂ:b‘r‘r

SEAFBENRA—F, TRFAERENINEUERRE, FlR
ERMEL Android 11 ABEMRFENNANITAEE b, 7E,\
SHEEEMINEE, FlEANENXETBMEENEE. Eif
Rl LURIEZ O AR EiIs M & E AR B TN Ao

BENEEAMNRATREERAMNZIRIE SDK #EOMFEHR. BERY
ERXEFRNEE logeat £F, FHEH StrictMode 75
7% detectNonSdkApiUsage() URIZ A B EN 1o

RE, ESOTEBENANAFPNEN SDK, MERENE
Android 11 E3Z¥FRETT, HBERMIN. e, ARER. 3
BB R A ENRERE. NREBREE, B AEHER
HARASEY SDK, ZBER SDK F&EIFKE,
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https://developer.android.google.cn/about/versions/11/setup-sdk
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/behavior-changes-11
https://developer.android.google.cn/about/versions/11/privacy
https://developer.android.google.cn/develop/quality-guidelines/core-app-quality
https://developer.android.google.cn/training/testing
https://developer.android.google.cn/about/versions/11/non-sdk-11
https://developer.android.google.cn/reference/android/os/StrictMode.VmPolicy.Builder#detectNonSdkApiUsage()

5 2 Bk BNV AEARHERRT APl #ITHE

ERANARA TR X HITM R

Android 11 AFKRESINT —IUHLHEE, PILEE RN
AT AL E, SWFrEEHNA, THRAXALE:

o EALPREXRMNAM targetSdkVersion MIFR FXHE
XM, AT U BRI AR HI B B E R X
TREE, LUHEXIE RN AN,

o EHEETEHITUNR, S8 LUEBTRF X EAERE
AT B INIFF BT EE, MAKR—RIEFFE S
ST E,

o BY adb BIEYHEFX. EEILUER adb enE B0
HIF R ERNERA YRR EE

o fEFAARAEZE ID BERMBHTHEE. ST EELRAR
BHE— ID M2, AIAFEAS AR REERERRE,

TEEEERNANERTEN, RETERRFLRUESZF
Android 11 B, AR +0ER. BELMESIFAER.
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https://developer.android.google.cn/about/versions/11/test-changes

N AzEES sexeas
Android 11 B9EAM

Android 11 5INT—£TH, ®EBAFMRMIEXE SRINA,
MEHROARASRTNRTEFHTALE, XETAETFHHNRS
MERN—E5, AtNAFAERRARBMNXEEMEE, 57
XHRENE, EEEAUXEAE—EE, ARSHEHNFEHNE
MEENRXNA; Wr] USRI —II T AT E NN Ao

ANEREWABENENITATE, #2RFMmLL Android 11 ~NE
MEFENNBITATE, EEAUEER B XM,
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MRS Android 11 BRE 4

yl:l{jl/\ﬂu EJE}EHHEB]EQE

@R LAERF & BRI logeat 3 ADB faEEHRIEREANIT
REO

ERILIEIRENAREENMTEE LR CRANEE, HERLUT
B/ RHAIXETE, WFFHIRREET, BT T RIRME:

L. MRAREEMEREAE, BREAFAEE,

2. fIRENRE VA, ARKRASMEIRSE > &% >
REER > WAFRAMLE

3. MBIERAEZRENV A,
BIITHEEBE BT UTRMEZZ—:

« ®MTE Android 11 EIETTNPRBNA (TIEMAN
targetSdkVersion +4) HZHE,

BNBERT, RETEARAHERTLTEARS, HE
SERERBRIANSHNNARESMEEEDTIH,

o HEEMLL Android 11 ABEMREESRIN AN E,

NREHLABLL Android 11 NEFRFE, BINERT, X
LEOBERBEERPATERRS, FESEFRENE
SDK29 Z/aEAMNARAMEEEDTIH,
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https://developer.android.google.cn/about/versions/11/test-changes#toggle
https://developer.android.google.cn/about/versions/11/test-changes#toggle
https://developer.android.google.cn/studio/debug/dev-options#enable

XN S Android 11 MIFERM

FE 1 P, EESEE -T2 ARINEANN AFRAEEEEE .
BRI EEE N RN E,

« P4E83%

App Compatibility Changes Q

com.google.android.gm SDK 29

DEFAULT ENABLED CHANGES

APN_READING_PERMISSION_CHAN
GE_ID

CHANGE_BACKGROUND_CUSTOM_
TOAST_BLOCK

ANONYMIZED_DEVICE_ADDRESS_C
HANGE_ID

DEFAULT DISABLED CHANGES

FILTER_APPLICATION_QUERY

ENABLED AFTER SDK 29

CALLBACK_ON_CLEAR_CHANGE

ADMIN_APP_PASSWORD_COMPLE
XITY

CALLBACK_ON_MORE_ERROR_COD
E_CHANGE

REMOVE_ANDROID_TEST_BASE

1. ARELIPE) WHERBMLE" FE
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MRS Android 11 HIEEM
fEM logcat IRFIEBANESE

NTIBMITHEE, VAEEHEETIETEXRERZ W
APl BY, RZERRME—FEMATH logeat BR:

D CompatibilityChangeReporter: Compat change id reported:
141455849; UID 10265; state: ENABLED

* AR NTFENZEE, SMHERLZRARIER—R. AHERERIF
BHEXN logeat HE, ERITEILNA#HE, AEBERZIHE,
F% logcat HEHBEUTER:
TE ID

SEAE MR AT E, ZERNE VARSETE BEHY
ERETITAHEE (BHE 1) » FHRGIFR, 141455849 BREY
E|] ANONYMIZED_DEVICE_ADDRESS_CHANGE_ID,

ERRRLERMRIN Ao

ERZEELRIR G EERIN A,

RERUZUMEZ—:
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MK AS Android 11 MRS

RE aX

ENABLED ZEBLUFEEHE, NRNBERADEEMNHEN AP,

DISABLED ZTEHFIEEAR, T=EMNA,

AR MRKTEEANREENA

B9 targetSDKVersion (R FERMERE (RAREU
Android 11 NBEMTE) , HSNEARS

H targetSDKVersion, MIMEL Android 11 NBE#HRFE
B, RASBMINBALEE,

LOGGED HEEYFNELREMERCR, BEEHBIXA,
BRTEDRIM T EHPRE, BENRIRESFIBNAER
TR, WRTHFE, BEERTHLEIRPHEER
Bl EWZERT, XEXUNTEFIRWMEE, 7
LAZRE,

£ ADB IRFIEERBHIZE

NEEEEMEELNRELE (BEEERAMEEANTE) ,
1EIZ1TLLUN ADB 3%

adb shell dumpsys platform_compat

BHATPRIEEINEENLUNMER:
TE ID

AT HEERIE—ARIRAT, B90 141455849,
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https://developer.android.google.cn/about/versions/11/test-changes#list

MRS Android 11 MFERAM

=2y

AT HEERRAR, B0
ANONYMIZED_DEVICE_ADDRESS_CHANGE_IDo

targetSDKVersion %
EEILTFRERE AN targetSDKVersion & (MIRA) »

a0, WRIETEMITLL SDK frads 30 SKESMRA N ERFEERN
NEA=BR, RF2HH enableAfterTargetSdk=29, R ILE
EWNEAEST AT targetSDKVersion E &, RHK = B
H enableAfterTargetSdk=0,

Ly QEREI =5
HPTENRIANRS (BAER) ERERNE N EEHET.

B0, MR TEEINDTBARS, MEERFAE LD ADB
IHATIHTE, WANRGEEZIRSELSIH, EXMMERT, &
HERWT:

packageOverrides={com.my.package=false}
5 targetSDKVersion =HINE EAFIANE R TR T EARS,
WA U FEARS, HZRGasIRrIURNEE true M

false 2], BEABURFEMNAL targetSDKVersion, Fi0:

packageOverrides={com.my.package=true, com.another.package=false}
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MRS Android 11 BRE 4

AR IRE BN B/ XAIRS

REMERNTIEZENTET, FEEAFR Android Tt A,
MR M SRS,

(EENESEIRSES]

N TRERT A, EMFAENA (FTIER AR targetSDK
Version 2ft4) NEEARINER TRTEARS. B%, €8

FENXETENHAHEMENNAE, UBHERAAEZRET
B LERANANEE NSRRI, Bzl XETE,
FER7EERA Android B9AFF A% build B, ARIFELAFNZL
&, BLEXARXLELE,

SN IEHIN B LU E AN targetSDKVersion A BHRF S, SIZhR AR
SINEAEEERIANER ML T B RARS,

AT NMARRESZ R ZME FERIFN, &R ORI X LT
B WRNAER, ERUERILITEAHERMITAaZESEMN T
Rz FRRYER BRo

ANFREE

X FS24FTE targetSDKVersion 1=HIBVEE, U ANEMR SDK iR
FRTFZRABEN, XETBERIANER THSLTERRS,
AREERT, BAEFERRAXETE,

B0, EAIBEEEE T F— targetSdkVersion HBI—RFIFE AT
MR EHIR . R LIERAF L EIERIE ADB < s AN
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https://developer.android.google.cn/about/versions/11/test-changes#restrictions

MRS Android 11 MFERAM

W52 targetSDKVersion ITHIBVEE, MAEEMNABRH—X
MAEBAMEEE, XM INEEI P A B & 2 0N X & m s
8, BREMBRXMNERNANZ M.
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XN S Android 11 MIFERM

HFEREXHALE

FRAMERIFEERALE LK ADB < B HXFAZI
TE, BT HARIAANEER =SBV AR IHEREENRE
TE, R TR U EERPRSE —ERH,

Y iE SRECERALEETR ADB SO NNEHRRXALE
B, FIFERALRI, LUIBREHBRISIET AR,
FHRAAXEBENMA R RATE

BRI UERAAEEIMA B RF LB, NBHREHLERD, B
UL P RRE:

1. WMRAKREERERER, BRAFAEEN

2. fIERN KRET WA, SMEARS > 5% > ARE
P > WA

RAEMTE,
2:42 - PA4083%
3. MBIFRAIERE .
IR, ¢ App Compatibility Changes Q
@ com.google.android.gm SDK 29
4, ELBEHIRF,
?X%l gﬁ)j DEFAULT ENABLED CHANGES
RMKHIHEE, APN_READING_PERMISSION_CHAN
SR IS R ITHERT oEp
BIFF Ko CHANGE_BACKGROUND_CUSTOM_

TOAST_BLOCK
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https://developer.android.google.cn/about/versions/11/test-changes#restrictions
https://developer.android.google.cn/studio/debug/dev-options#enable

MK AS Android 11 MRS
£ ADB ABEIHXFTE
WEFER ADB AR *HITE, BT MENGS:

adb shell am compat enable (CHANGE_ID|CHANGE_NAME)
PACKAGE_NAME

adb shell am compat disable (CHANGE_ID|CHANGE_NAME)
PACKAGE_NAME

BEEfEE CHANGE_ID (140 141455849) 5 CHANGE_NAME
(5120 ANONYMIZED_DEVICE_ADDRESS_CHANGE_ID) UKLz

EN

PACKAGE_NAME,

TR UERUTHSREFEERFARE, BIRE(ER ADB
N REETNIRE B EAERES:

adb shell am compat reset (CHANGE_ID|CHANGE_NAME)
PACKAGE_NAME
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MBS Android 11 FUEREM

n PR T BT B/ KEFAR SRR

BINEAT, BIITAEBEFRZATEARS, B2 FEARS.
FIFIENANTEERIANEL TATERRES. HtZENEA
585 targetSdkVersion #=ll. SNRA A UMENAY SDK hAE(E
SRANERTS, XETERRINER TATRARS; MR
FBHEM SDK MiAKFZARAEE, XLETBETERINE R TRL
TERRS. SEABHRAENLEEN, SEREBRIARES.

NTBEFETEREZEREA, W EIN AU EBEPRE
BE—LEREl, BERPIUTIREBHINSEURTEEHIRE WHERY
alEEE, RIgE EIE1TH build £E, TRABT AREZELSN
L EAPRS TR -

S AR

Build 2 |

FETE 5 targetSDKVersion p—
BEHINTE B

N Gillly
FRETER | oy im I ST
8} Beta build
AT
‘*b N FEsE I ST EE
ul
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https://developer.android.google.cn/guide/topics/manifest/application-element#debug

MRS Android 11 MFERAM

REMEERFEENTHESE

ER D HFIRFNLAT Android 11 FNRBMERFEENE
TITHEE, ERUEEEAIYIRSFREETMN ADB an<Xy
S i o v

Y EE: Android 11 BRI AT B I RO SR IEL
th, FEEBRITEIMENTAEE RS MRANZREESRS,
ZHIREG AR Bo

ADD_CONTENT_OBSERVER_FLAGS

IE ID: 150939131

AR S$FLL Android 11 (APl 3l 30) SESHRAN B 1R
TERNALTERRS,

XFLL Android 11 RERFENNA, RARRHEH—TEEE
# flags SEBVFTEI A APl &% onChange(boolean, Uri, int)s

T F BB ST userld 3 BI3E SDK onChange() 28574
WA, ZHAER—FAH SDK Hik.

ADMIN_APP_PASSWORD_COMPLEXITY
T ID: 123562444

FIAKRE D S FLL Android 11 (APl 2R3l 30) SRESRAN BT
TN AL T ERRS.
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https://developer.android.google.cn/reference/android/database/ContentObserver#onChange(boolean, android.net.Uri, int)

MRS Android 11 MFERAM

XPFLL Android 11 A EMRFENEIENAH, S83NAIRENRD
ERSLFIEENZERETERTN, RANSMEEIR. F,
LERIBFREIGE N DevicePolicyManager.PASSWORD_QUALITY_
UNSPECIFIED BY, WARTERER/ NBHBKE, TXMERT,
ARHEER/NBRKEZA, NANESLIAA setPassword
Quality() 5%, AR BEE A setPasswordMinimumLength() 73
o

ItEgN, R Android 11 NEHRFERNEEN ARREEGRE,
EEABERNIEBRERBEENERIAE,

APP_DATA_DIRECTORY_ISOLATION
T ID: 143937733

FOAKRE: X FLL Android 11 (APl 2&51 30) Sk E & A4~ Bix
EENALTBERE.

L Android 11 IB#rFARNBARERIFIEMEMN BB
BEFPHXE, MAEEMNANEM R SDK AR 4o

MFTEIFS, BEADRLEE R,
APN_READING_PERMISSION_CHANGE_ID
L8 ID: 124107808

BINRES . X FLL Android 11 (API 231 30) SUES M4 Bix
TERNALTBERRS.
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https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#PASSWORD_QUALITY_UNSPECIFIED
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#PASSWORD_QUALITY_UNSPECIFIED
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordQuality(android.content.ComponentName, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordQuality(android.content.ComponentName, int)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setPasswordMinimumLength(android.content.ComponentName, int)
https://developer.android.google.cn/about/versions/11/privacy/storage#other-private-dirs

MRS Android 11 MFERAM

XL Android 11 NEARTFAINA, IWELTEE Manifest.
permission.WRITE_APN_SETTINGS #XPRA 8EI51A] APN IR,

MFFATRIETE, BBHEERXT APN HEEERVIZEIR,
BACKGROUND_RATIONALE_CHANGE_ID
L& ID: 147316723

MRS XFFLL Android 11 (API £k51 30) SKEE Ay BFr
AN AL T B ARS.

0, MASXERGIEKRDRIRENUEEREN, BUIEHE
MBIEE,

MFBFATRRLLTE, BZRAXNOMEE Android 11 FERE]
P EESNIERE, ZEENET Android 11 R5UEEERX
AR E B

CALLBACK_ON_CLEAR_CHANGE
I ID: 119147584

AR S$FLL Android 11 (APl 3l 30) SESHRAN B 1R
T AR AL T B RRS.

WMEE /XA Editor.clear BY, #B=fEA null $2El7E OnShared
PreferenceChangelistener.onSharedPreferenceChanged.

NEIFH TRRILTEE, 1EE 5 OnSharedPreferenceChange
Listener BY[EIIEEE
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https://developer.android.google.cn/reference/android/Manifest.permission#WRITE_APN_SETTINGS
https://developer.android.google.cn/reference/android/Manifest.permission#WRITE_APN_SETTINGS
https://developer.android.google.cn/about/versions/11/behavior-changes-11#apn-database-restrictions
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/reference/android/content/SharedPreferences.Editor#clear()
https://developer.android.google.cn/reference/android/content/SharedPreferences.OnSharedPreferenceChangeListener#onSharedPreferenceChanged(android.content.SharedPreferences, java.lang.String)
https://developer.android.google.cn/reference/android/content/SharedPreferences.OnSharedPreferenceChangeListener#onSharedPreferenceChanged(android.content.SharedPreferences, java.lang.String)
https://developer.android.google.cn/about/versions/11/behavior-changes-11#sharedpreferences-listener
https://developer.android.google.cn/about/versions/11/behavior-changes-11#sharedpreferences-listener

MRS Android 11 MFERAM
CALLBACK_ON_MORE_ERROR_CODE_CHANGE

TE ID: 130595455

FIARE: X FLL Android 11 (APl 251 30) S ES AN Bir
T AN AL TERRS.

BRI H XY updateAvailableNetworks(List, Executor,
Consumer) A setPreferredOpportunisticDataSubscription(int,

boolean, Executor, Consumer) #1177 Bo

CALL BACK ON _CHANGED_LISTENER_WITH_SWITCH
ED_OP_CHANGE

T ID: 148180766

FOAKRE: X FLL Android 11 (APl 2&51 30) sk E & A4~y Bix
EENALTBERE.

X2 startWatchingMode(String, String, AppOpsManager.OnOp
ChangedListener) WARRITAEE, THTIHHLEEZF], RART
RBYIRIEENE, ERETHEEY G, RASHERIERE
{E[EIE; WIRKIETERIE, MHXIPAAUHRAVIRIERIAE,

CAMERA_MICROPHONE_CAPABILITY_CHANGE_ID
TE ID: 136219221

FIAKRE D S FLL Android 11 (APl 2R3l 30) SRESRAN BT
TN AL T ERRS.
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https://developer.android.google.cn/reference/android/telephony/TelephonyManager#updateAvailableNetworks(java.util.List<android.telephony.AvailableNetworkInfo>, java.util.concurrent.Executor, java.util.function.Consumer<java.lang.Integer>)
https://developer.android.google.cn/reference/android/telephony/TelephonyManager#updateAvailableNetworks(java.util.List<android.telephony.AvailableNetworkInfo>, java.util.concurrent.Executor, java.util.function.Consumer<java.lang.Integer>)
https://developer.android.google.cn/reference/android/telephony/TelephonyManager#setPreferredOpportunisticDataSubscription(int, boolean, java.util.concurrent.Executor, java.util.function.Consumer<java.lang.Integer>)
https://developer.android.google.cn/reference/android/telephony/TelephonyManager#setPreferredOpportunisticDataSubscription(int, boolean, java.util.concurrent.Executor, java.util.function.Consumer<java.lang.Integer>)
https://developer.android.google.cn/reference/android/app/AppOpsManager#startWatchingMode(java.lang.String, java.lang.String, android.app.AppOpsManager.OnOpChangedListener)
https://developer.android.google.cn/reference/android/app/AppOpsManager#startWatchingMode(java.lang.String, java.lang.String, android.app.AppOpsManager.OnOpChangedListener)

MRS Android 11 MFERAM

XFLL Android 11 AERTFENNAE, REEBEREXMHH

¥ R.attr.foregroundServiceType 233IBZE 79 Servicelnfo.
FOREGROUND_SERVICE_TYPE_CAMERA #1 Servicelnfo.FOREGR
OUND_SERVICE_TYPE_MICROPHONE BY, Bi&REA =EWIEE
FERNEGANZRNINE. FRERAN Android REF, 7l
8BRS = B aEBERGER AN Z 2 N INEE,

MFBFA THRILTE, ESH Android 11 BRI B8RS EE,
CHANGE_BACKGROUND_CUSTOM_TOAST_BLOCK
T ID: 128611929

MRS XFFLL Android 11 (API £k51 30) SKEE Ay BFr
AN AL T B ARS.

NATEiBEEAAMBEENXHEE. B2, NAEE&aTAT U
/8 Toast.makeText(Context, CharSequence, int) 7552 R E Tk
KA HEE,

MEFATRILTE, F2HEESESENERE o
CHANGE_RESTRICT_SAW_INTENT

TE ID: 135920175

BUIRE: TETHMETEIRS. ERBRBMEERIZR.

f£F android.settings. MANAGE_APP_OVERLAY_PERMISSION 1%
YEFN package ##E8 URI Z2M98Y intent ABBAFSISENVET
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https://developer.android.google.cn/reference/android/R.attr#foregroundServiceType
https://developer.android.google.cn/reference/android/content/pm/ServiceInfo#FOREGROUND_SERVICE_TYPE_CAMERA
https://developer.android.google.cn/reference/android/content/pm/ServiceInfo#FOREGROUND_SERVICE_TYPE_CAMERA
https://developer.android.google.cn/reference/android/content/pm/ServiceInfo#FOREGROUND_SERVICE_TYPE_MICROPHONE
https://developer.android.google.cn/reference/android/content/pm/ServiceInfo#FOREGROUND_SERVICE_TYPE_MICROPHONE
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
https://developer.android.google.cn/reference/android/widget/Toast#makeText(android.content.Context, java.lang.CharSequence, int)
https://developer.android.google.cn/about/versions/11/behavior-changes-11#custom-toast-views-blocked

MRS Android 11 MFERAM

BREUEEAXNR. Hk, BREKSISREZ—TRE, T
FEET, BAFRRLUEEREBBERIZNRIINA.

el

AR EEEATE Android 11 _EinfTRIFRERNAE, ML
FA8Y targetSdkVersion @t 4. BMEETEEFBRAKALESE, 1
MURANASHEEFMNREE, IR FATHRESTE, 52
] MANAGE_OVERLAY_PERMISSION intent 82 BB EER
SR RR.

CHANGE_TEXT_TOASTS_IN_THE_SYSTEM
T ID: 147798919

FIARE: XIFLL Android 11 (APl £k51 30) S ES AN BEr
AN AL TERRS.

XAHEREINER SystemUl 23, MARERARZ2IN, XFA]
B LER R RLEERTTE /5 & & 10 B E XOB BAERYFR .

DEFAULT_SCOPED_STORAGE
T ID: 149924527
RINRE: NFFrERALTREARS.

I Android 11 3 B#nF &BIFTE N A IR IAER 0 XFHE,
HERBEBEAD XKEFE,

A, TRENAEN SDK RANBRMIZERTA, GEE
UEMER D XFENER NURNE, REXFALLZERR,
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https://developer.android.google.cn/about/versions/11/privacy/permissions#manage_overlay
https://developer.android.google.cn/about/versions/11/privacy/permissions#manage_overlay
https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/compatibility#opt-out-scoped-storage

MRS Android 11 MFERAM

W OHEE: XAURTFURTLBANRE, EFEN%FRE
A FORCE_ENABLE_SCOPED_STORAGE (WIREFREEER) LL
RE BT HEIT .

WA THE Android 11 PO XEENZE, B%EIxT
Android 11 # Android /FEZENRE, BSHDXFESD.

EMPTY_INTENT_ACTION_CATEGORY
TE ID: 151163173

FOAKRE: XFLL Android 11 (APl 2&51 30) Sk E & AkA~ry B iR
FENEAL T BEBERE.

XfFLL Android 11 AEARFESRIMNA, TR intent 828

B9 action 5% category AT FRIH, RAITSHEHER.
Android 11 ZREIFFEFRE—NEIR, ATFRATXE L T4
SzT, MAMEER, BFE, XAaEENEM null 5k
KHIER, EATLEER MAR B EIR.

FILTER_APPLICATION_QUERY
T ID: 135549675

FIAKRE D S FLL Android 11 (APl 2R3l 30) SRESRAN BT
FamN AL T ERRS.

NAIEERAEPBESHNREEM intent, A7 8ERENE
XigE FHMNAMNFAER. NAXTERESRPE
FA <queries> fRI2#1TAERA,
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https://developer.android.google.cn/about/versions/11/test-changes#force_enable_scoped_storage
https://developer.android.google.cn/about/versions/11/privacy/storage#scoped-storage
https://developer.android.google.cn/guide/topics/manifest/action-element
https://developer.android.google.cn/guide/topics/manifest/category-element

MRS Android 11 MFERAM

NEIFA T RRWIMEITE Android 11 AEHRENEMVAEHSZ
RE, EZHU R IR IE.

FORCE_ENABLE_SCOPED_STORAGE
T ID: B - 132649864
BIARES . WTFABNALTERRS,

EA Android 11 9 B1RF & BVFTA N B IEERFIAER 2 X F(E,
HEAEBERDXZFHE,

B2, NRENMAMLL Android 10 (APl 45! 29) EB(RMA
NERFFE, TINANER SDK RANBERFIZERTA, &
R UEER D KFENE L TURANE, IFFARULEERR,

* B ARLZEUSOTNANRN, BFXRB
FH DEFAULT_SCOPED_STORAGE (MNREARKEBA) o

WEFHA THE Android 11 PO XFENEE, B%2IxT
Android 11 A Android fFEZENRE, BSHDXFESD.

GET_DATA_CONNECTION_STATE_R_VERSION
T ID: 148535736

FIAKRE D S FLL Android 11 (APl 2R3l 30) SRESRAN BT
FamN AL T ERRS.

& PreciseDataConnectionStatetigetDataConnectionState Y

SDK ez
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https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/compatibility#opt-out-scoped-storage
https://developer.android.google.cn/about/versions/11/test-changes#default_scoped_storage
https://developer.android.google.cn/about/versions/11/privacy/storage#scoped-storage

MRS Android 11 MFERAM
GET_DATA_STATE_R_VERSION

T ID: 148534348

FIARE: X F L Android 11 (APl £k51 30) HEShAN Bir
T AN AL TERRS.

1 E getDataState() B SDK KA,
GET_PROVIDER_SECURITY_EXCEPTIONS
TE ID: 150935354

FIARE: X F L Android 11 (APl £k51 30) HES AN Bir
AN AL TERRS.

XFFLL Android 11 (APl k51 30) HE=MRARBERTFERIRNA,
getProvider(String) FEHLIE AR R E,

GET_TARGET_SDK_VERSION_CODE_CHANGE
T ID: 145147528

FIMRE: ST LL Android 10 (API 2R51 29) siEShRAEN Bir
AN AL TERRS.

¥Z SmsManager.sendResolverResult() 757589 SDK hirZs,

K A WEEENOSERAMIERS, BR¥MSE Android iR
B SDK hyAste®E, f&aLUROZBRE,
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https://developer.android.google.cn/reference/android/telephony/TelephonyManager#getDataState()
https://developer.android.google.cn/reference/android/location/LocationManager#getProvider(java.lang.String)

MRS Android 11 MFERAM

GWP_ASAN

T ID: 135634846

BOARE: WFFrER AL FEARS.

TR AR B ARERERFEIRE N,
BEATRRIETE, 1E5H GWP-ASan 157,
HIDE_MAXTARGETSDK_P_HIDDEN_APIS
TE ID: 149997251

FIMRE: XFLL Android 10 (API 251 29) sXEShrA N Birn
AN BT EBRRS.

xtFLL Android 10 (API &5 29) SRE R4 BARFGRINA,
BERT3F Android 10 (APl 43! 29) A max-target-p (greylist-
max-p) ZIZEFPAEIE SDK EOBARIIR,

HIDE_MAXTARGETSDK_Q_HIDDEN_APIS
I ID: 149994052

BINRES . X FLL Android 11 (API 231 30) SUES M4 Bix
TERNALTBERRS.

xtFLL Android 11 (APl 431 30) StE@RA N BEAR T ERINA,
BT X Android 11 (API 45! 30) B8 max-target-q (greylist-
max-q) ZIZFRFPIEIF SDK EORILBINIR,
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https://developer.android.google.cn/ndk/guides/gwp-asan
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces#list-names

MRS Android 11 MFERAM

MTFATRRILTE, ESF Android 11 FRILEREF#KEIAF SDK
M

LISTEN_CODE_CHANGE
I ID: 147600208

FINVRE . XFLL Android 10 (API 2k51 29) siEShrANBir
AN BT B RS,

WE TelephonyManager.listen(PhoneStatelistener, int) BY SDK

RS,

K A WEEENOAERAMIERS, BR¥MSE Android iR
ARy SDK A te®E, ] LUBOHIRBEE .,

MISSING_APP_TAG
TE ID: 150776642

FOAKRE: X FLL Android 11 (APl 2&51 30) Sk E & A4~ Bix
EENALTBERE.

XfFLL Android 11 RNEARTFENNA, WNRMNAYE R 4R
b application 3 instrumentation #5id, RAMESHIH IR,

NATIVE_HEAP_POINTER_TAGGING
T ID: 135754954

FIARE . S FLL Android 11 (APl 2R3l 30) SRESRAN B
FERNALTERRS.
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https://developer.android.google.cn/about/versions/11/non-sdk-11#new-blocked
https://developer.android.google.cn/about/versions/11/non-sdk-11#new-blocked
https://developer.android.google.cn/reference/android/telephony/TelephonyManager#listen(android.telephony.PhoneStateListener, int)
https://developer.android.google.cn/guide/topics/manifest/application-element
https://developer.android.google.cn/guide/topics/manifest/instrumentation-element

MRS Android 11 MFERAM

XL Android 11 REMRFAINA, NEREHEDEERSE
MFTHE—PEERC.

MFTHRIFS, BEIUHEIERIC.
PHONE_STATE_LISTENER_LIMIT_CHANGE_ID
TE ID: 150880553

RINRE: NFFrE AL TERRS.

XfFLL Android 11 ABEARFEEHINA, MAEXME#EHZERNED
TelephonyManager.listen(PhoneStateListener, int) FA1AEY
PhoneStateListener X R#E N 7RSI, RAIARFIA 50, ZE
O REsRTEREEETMMALE LN, BEAHEZEXEFMIZ
BYMSNTESEY, TelephonyManager.listen(PhoneStatelistener,
int) =4 lllegalStateException, MTISRBIFITIEFRS.

PREVENT_META_REFLECTION_BLACKLIST_ACCESS
T ID: 142365358

FOAKRE: X FLL Android 11 (APl 2&51 30) Sk E & A4~ Bix
BN BLT B ERS.

LA Android 11 3 B#nF &N BB ERMINMIR SRR
ZIRMIRYAE SDK #0,

PROCESS_CAPABILITY_CHANGE_ID

T ID: 136274596
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https://developer.android.google.cn/about/versions/11/behavior-changes-11#heap-pointer-tagging
https://developer.android.google.cn/reference/android/telephony/TelephonyManager?hl=en#listen(android.telephony.PhoneStateListener, int)
https://developer.android.google.cn/reference/android/telephony/PhoneStateListener
https://developer.android.google.cn/reference/java/lang/IllegalStateException

MRS Android 11 MFERAM

FARZE: S$FLL Android 11 (APl 3l 30) SUEBS AN B 15
FERNALTERRS,

STFLL Android 11 R BEMREENANAE, IER] LI
A Context.BIND_INCLUDE_CAPABILITIES #5123 [E/E {5 BEYThAE
ME P ImEEEE RS ERS,

REMOVE_ANDROID_TEST_BASE
T ID: 133396946

FOAKRE: XFLL Android 11 (APl 2&51 30) Sk E & AkA~ry B iR
FENEAL T BEBERE.

XFFLL Android 11 A BEMRFEEBILNA, EX android.test.base &
%%, HIRRENBATMMEET android.test.runner (RAE &K
F android.test.base FEFRHIZE) o

REQUEST_ACCESSIBILITY_BUTTON_CHANGE
TE ID: 136293963

FOAKRE: X FLL Android 11 (APl 2&51 30) Sk E & A4~ Bix
BN BLT B ERS.

XFLL Android 11 A BT ENTERARS, IELNTELERS
ARSS TTEE X e
& FLAG_REQUEST_ACCESSIBILITY_BUTTON #Rig. &M, ZARIE

=R BB,
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https://developer.android.google.cn/reference/android/content/Context#BIND_INCLUDE_CAPABILITIES
https://developer.android.google.cn/reference/android/accessibilityservice/AccessibilityServiceInfo#FLAG_REQUEST_ACCESSIBILITY_BUTTON

MRS Android 11 MFERAM

MFFATRLETE, BRRETHUEXTTER “TEE i
ERE .

RESOURCES_ARSC_COMPRESSED
T ID: 132742131

FARZE: S$FLL Android 11 (APl 3l 30) SUEBS AN B 15
FERNALTERRS,

1R LL Android 11 (APl 2k5130) ~NEBWEFENNBESESE
M resources.arsc X BN R I X HFRIE 4 FTHIARAXNTE, U
B¥IEZE,

MFFATRILTE, BESRAEENE R .
RESTRICT_STORAGE_ACCESS_FRAMEWORK
T ID: 141600225

FOAKRE: X FLL Android 11 (APl 2&51 30) Sk E & A4~ Bix
EENALTBERE.

NREEIZ A LL Android 11 N BT & HERFERPIESR
(SAF), &2 BAEA ACTION_OPEN_DOCUMENT F1 ACTION_
OPEN_DOCUMENT_TREE intent #21FIAIRRLEE R, WEFHAT
FRXETE, BERIINA Android 11 REEFMEMEXBIBRANERT
AYDIE, BESFESGERIEGIED.

SELINUX_LATEST_CHANGES

TE ID: 143539591
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https://developer.android.google.cn/about/versions/11/behavior-changes-11#a11y-button-usage
https://developer.android.google.cn/about/versions/11/behavior-changes-11#a11y-button-usage
https://developer.android.google.cn/about/versions/11/behavior-changes-11#compressed-resource-file
https://developer.android.google.cn/guide/topics/providers/document-provider
https://developer.android.google.cn/guide/topics/providers/document-provider
https://developer.android.google.cn/reference/android/content/Intent#ACTION_OPEN_DOCUMENT
https://developer.android.google.cn/reference/android/content/Intent#ACTION_OPEN_DOCUMENT_TREE
https://developer.android.google.cn/reference/android/content/Intent#ACTION_OPEN_DOCUMENT_TREE
https://developer.android.google.cn/about/versions/11/privacy/storage#file-directory-restrictions

MRS Android 11 MFERAM

FARZE: S$FLL Android 11 (APl 3l 30) SUEBS AN B 15
BHN BN T ERRS.

B EIM XY untrusted_app_R-targetSDk SELinux 13789
Rl XEREMERNEAR—ITEMETE, plINAEAEN
H targetSDKVersion FYIER T, I3 targetSdkVersion £ /%IRY
HTERRES. ALk, XIFLL Android 11 ABEFRFEBINA,
BARNFRILEE, SUNARITEET.

T EAEMEREZRAF ID BIRZAH.
THROW_SECURITY_EXCEPTIONS
I ID: 147340954

AR S$FLL Android 11 (APl 3l 30) SESHRAN B 1R
T EIN AL T ERRS.

£ Android 11 Z&i, SecurityException R=FEAE IR
setEnabled APl #itH, 7 Android 11 &, ERABNILL,
SecurityException P AZMRERATMMME, 7 BHXERERAZH
VA 77 P

ATEFIEBN APl 174, NRFZLL Android 11 NEFRFEER
R A3 & £ R R BIANPRAR I SR E /5 s= BT TR, % 5F & SR
i AFET Android 11 ZRIBRMAIEHEY lllegalState

Exceptiono

USE_SET_LOCATION_ENABLED

58 |ID: 117835097
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https://developer.android.google.cn/reference/java/lang/SecurityException
https://developer.android.google.cn/reference/java/lang/IllegalStateException
https://developer.android.google.cn/reference/java/lang/IllegalStateException

MRS Android 11 MBS

BIRE: FFL Android 11 (APl 431 30) SUEAEA R BT
T & B AT B AR

LU Android 11 ABEHRFEEENBAEBEEA DevicePolicy
Manager.setSecureSetting(ComponentName, String, String) &
B F M Settings.Secure.LOCATION_MODE 1& &, /2K
DevicePolicyManager.setLocationEnabled(ComponentName,

boolean).

REEER
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https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setSecureSetting(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setSecureSetting(android.content.ComponentName, java.lang.String, java.lang.String)
https://developer.android.google.cn/reference/android/provider/Settings.Secure#LOCATION_MODE
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setLocationEnabled(android.content.ComponentName, boolean)
https://developer.android.google.cn/reference/android/app/admin/DevicePolicyManager#setLocationEnabled(android.content.ComponentName, boolean)
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=R NES
Android 11 FLhEEIL T &%%
MRS KEIEF

EBERNTHF/HTERZNSK, —BMNBHELZFABNNEZRF
BB K aYE ey, ?EEJ_&EJI%’—%F&%EWE@'ZO

MRMNEZRERNED LNHTE, XEWRE "ME" X
EEABHEREZRS. BFUHARBRLIHANZHABINER
FTETE# APK, N BNSFSFmREoEXEEEE T
Ho

CTESRRERBRNEBHNBMER, XEKE ‘TN X
TﬁF%IaZIK%EJUJT ‘B AENTHRIEAEANARNE
AN, EEEBRUANBMBBILGRTER M, RERSKB
BEEN—KE o
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S8R Android 11 FrZhaeit FF &R R F E KIEE A

TERRERREBRATANRE RN BIRS, BT TR
DD%Z& _??Ejﬁj]/u—lzﬁﬁ¢ﬁ)\#ﬁ /}_ ;EQEBEjJ/E?X_\Zﬂ:ﬁ%/WE
JI’IE%KE/\]%;RO

MZH CREERE) « BN (ZZEEE) . B8 (B
LORPED) « BEN (DEFE=ZEE2) ... FWEZ BB,
TARRMNNELOEAER. BElBE—TMHER: BEA
SBERENRE BN D BRS RS MEER.

EERESENKES, BEE2ENISMEARERAER
SDK WA A M——Bm BN 8 ——REBEFNAFRER,
tbanit SDK MEMRER R, UNEZBEEE SDK REHE
BRI REHREECE, TREALRENEH SDK.

7 Android 11 321 ResourcesLoader #2781, 2 BRHIT
ESEBRIMEILZEFREN,

R AR AR 75 52

HE AR ABWERE™ ME, Android HE&BAFEOXR
MASRBRMENRG. AR TRANE T, REAERTIER
FAEOARMIIE AR, BAX PRI FHE THRATER, BHEX
FERSFS——e A THFELAED, XERONKRSERIER
MIRTFERB A SDK, HEKNAREZREREBANEBENR
AR E IR

i%ﬁﬂ?ﬁiﬂifﬂ, fEE SR Android FThRAEI A, FREME
SRR, RERFEHATHIIVNRNNAR, UBHRS
qu’J%‘% Mo B3 ZREREAR—HERT 6 PITREM M
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https://developer.android.google.cn/reference/android/content/res/loader/ResourcesLoader

S8R Android 11 FrZhaeit FF &R R F E KIEE A

RENKEREBRFERETR, BNERTAIEESTT
— Android RxZ B H R FEE Android FHEEEGIAEA
AEZEOURANANRESEMNZRY, S BRI EEZBHRXTED
LA ERNFE O KT

RIFFERRIRR R T 5=

f8%& Android RFFIABREL I TEMNAIZI QFZEON
TR, SBRMKBITHRERRSEPANE. MIIKRT
Android EIBARIRMRIR, BBAMIMIAYREB AN QO
éH]ﬁ'—ﬁng

EWNHNLRAEMFLEMIET, Android 11 FEXREART
THRHMSBRNENAFZOD, f=BNEELEIBETN
ResourcesLoader # O, HIRRETEFEN T~ mREKIBE
o BEMFIAN ResourcesLoader HOBBLUTRE:

o FHBER, FAEMRRKABRZTN T MNNBLREEMHE
By R Wit o

o MEETLH. MEEZFZEAETERMELHLEMR (BLE
ZHETEEERES, ANEBRANBLERIELEN, ME
id ResourcesLoader RMHFAENZIREIEELEDN).

e FAREM. UFIHNARBEESRAIREMEETHE
AssetManager RIE, REIXNNHNMEEOREETED
ARGEMA LWL NAT, ANEEEE zip XHLEHEM
Android AR XN AAET, MEBMNLAEOS,

— MEEBEE XK TIE /B0 o] B AR XY o
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https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces
https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces

S8R Android 11 FrZhaeit FF &R R F E KIEE A

o HIFEB, ZHHNHEATREZMHER, RIHRIBTR
B 1,000 17, mHFHAIZERENILITEIA!

o MBS, BIEHA Android EAZERNAFZEO, T
KERERHZEBIERFKN Android FELEEEHFW
RERM,

String sdkroot = getApplicationinfo().dataDir + "/lebian";ResourcesLoader
rl = new ResourcesLoader();rl.addProvider(ResourcesProvider.loadFrom
Directory(sdkroot, null));Resources res = getResources();res.addLoaders(rl);

final AssetManager assetManager = res.getAssets();

A 1 ResourceslLoader APl Z /&, OB REELIT

SRR 16,028 X (BKR/N 1.47GB, E48/579 1.36GB)
7%, EREFRNET FEFHATE

o EEM APK HiEEX

o FHARLMEEOMHBERGIEN

e f£F ResourcesLoader #EOME APK /FI3REX
e f{£F ResourcesLoader #EMOM#H ERGEIRE

B =5 AR AR T T ESE, FMEREEE 19 ¥
A; MAZEIMET ResourcesLoader MN#E B REEFIZEGRESR
HFRIR, FHMEREA 3 kG, MEERST 6 15!
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S8R Android 11 FrZhaeit FF &R R F E KIEE A

RN EEANTERTRARABRRE T XEMEONIER:
“FTHY ResourcesLoader ZOKRARRE T FHEAMAEIFRAE, FHK
TeEEBEME T F=mAl S elH. ~

ResourcelLoader EAZEEIN
R getldentifier NEE B TMA:

1.383Z ResourcesProvider.loadFromApk(fd) FIIFFEIE
BE, #T apk HREOEEMBEENER, T
getldentifier To/AFRENAN T BIZDRRY id;

2N TEEPELFENAR, T ZREVAM id NATE
TERE—B; WTFHFIENER, AUSEEZFH d EE;

B2 2IRAY Resources IR EMEA T HITIRERBZHERE, FE
BNRA TR RVEEMB AR, MIRE id ZREFRE, 7]
RE=2INEB MR T Ef

ten, %l\TJ\/}_ = plugin.apk WE/M\/ 7 layout ZIRRE default

BEED bool BIE, id tHE 0x7f040000, BEEE T RENEEE
A false, WITFAE:
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NEZRRRERXT, 18 res.getlayout(0x7f040000);F 1R 5 java.
lang.RuntimeException: android.content.res.ResourcesSNot
FoundExceptio: Resource ID #0x7f040000 type #0x12 is not valid

FTLL, WRENERZSEFERTEERREE, MasSE—TX
HHIFRERANFER, ERERNEBEZEAENBEFL id BE
=1
HHEE, HERE

“UFE Android F&, BINAR T —EENEN~RANRS, X
e D BEERIFEE Android FEBRANEZHERREFA
BEZOEIN TR, T EBRRERR, ‘GEEEBRZINSS5F
Android E£EMEIRP, TEBEIINEEZS], 1L Android XT3
BEBSH, WHAEBEREM. ~

SEARERNDTRAEBIASTEZENKPARZIE., TBE
ResourcesLoader AFZOREA TIREMMIZITIHEE. BT KD
S BETHREK Android RE EHNRERUENKR. BAEEN
2, BT ResourcesLoader 2 Android 11 M AFZEO, BN
Android FF&EHXE B LUFIHERRFW .
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SH8BE Android 11 #IhEEIE A RBEM B EAERT

A S BREHEIA

Android EIA—SNBR{EH B £ E WK EACLET1. BHSHIRN
HAEONIE, SFAENTRSAEETAN. RIBHEES
NFEERSERE—, 7 Android ESIEEE. QL5H
&, WA, ERHBIEEN Android BUNFEEETIRE 8L E
TH!

BEREEARLERA, DR “BRAXE" QRS _#Google &

FERE"VER WIMEN AT A ED ZIERENAE#TT Android 11
R THENNRELE. OFNHKE!

REEEHR
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https://mp.weixin.qq.com/mp/homepage?__biz=MzAwODY4OTk2Mg==&hid=15&sn=b3aa8405f9bdc1b5b51419be04804388&scene=1&devicetype=iOS14.2&version=17001229&lang=zh_CN&nettype=WIFI&ascene=60&session_us=gh_3aaf766c705c&fontScale=118&wx_header=1
https://mp.weixin.qq.com/mp/homepage?__biz=MzAwODY4OTk2Mg==&hid=15&sn=b3aa8405f9bdc1b5b51419be04804388&scene=1&devicetype=iOS14.2&version=17001229&lang=zh_CN&nettype=WIFI&ascene=60&session_us=gh_3aaf766c705c&fontScale=118&wx_header=1
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B DL [a]Et

I EAE

Q: Android 11 M XFEZEFIAIG? R targetSdkVersion
{8F Android 10, 3&{T{E Android 11 WFH L, S KEMHFE
BEERIG?

A: B AR targetSdkVersion FH4kE) Android 11 BY, DX7F(E
B =EEEWN. BURWA targetSdkVersion = F 2% F|
Android 11, i&177E Android 11 &AL, DXFEA=ESE
Mo 1BIRIE Google Play BIEEE, TE&—1 Android KERALT
ZENRE 8 B, PRBEHFMAMBINA targetSdkVersion #SFEEF
REZHRARESRAE, BERKAEKBERE 11 A, FIENA
targetSdkVersion ZEEEFAREZRAHNE SRA

Q: FEIRXNAMMEHAFBENATEERFIKE?

A: MANAGE_EXTERNAL_STORAGE N[R—fRERTBIE. XHE
2. &M IMERENN A, HFEZNE=H Google Play iz
RIFNR TN =MEA. BIELN AR LOERIPFERSMNREE, BE
U ERRNEMNANTEER. BOKEFRES, NANTER
RO LEERRAMASEERERN, T Android 11 FHEARALL
EIBRIN. NRBELXNAALIANEMNBNEREER, AR
TRIFPECHEEE, NAXERREERIEERERNEFES, X
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MO XFENHERBRNT, FIUBEILINANABANETBEER
AR TE "WERFE"

Q: Android 11 LU/, XHEERNEERKRMZENE=ZFTNAR
FEMEZENEHRNEENATERKEFENXMHT?

A: B8y, IRB=FIXMHEENAEBNZANINEMNMATE
NEBEREASUS, IBAXERN Brle] I —F SN A+
BEREBEMET, XX TIMIFERR AT E—TMREFBIN A

SBo
Q: P XEMEAFR BT File APl AN HRZEISRIXHIG?

A: RIMBIRFI R LN A B (Y EiA2 5 FE B 1 10 IR A8 S .
%, Hlb, 7£ Android 11 &, 1B RIEEIMZMENPRAVL A,
Bl KB R ST B E AR . £ Android 10 B9
& E, BRAETE manifest F@IE E£50/APBH requestlegacy
ExternalStorage BMREZFERDXTME, SN ARG EZTH
EOS

AT HIRARE Android hRZASEIBESE, WNREN BB RhRE
R Android 10 WERESMA, BNZEFENEH. BEZHAE
B, BZ0# Android #EARERNFEELERLER. TR

Q: 5iR(A7FE API L, XHRIFIHIEAIIELERIIMNME?

A: ERERIAFE RBE RN A7 R X T ERMSIEBX H8IHBE IR
FRIRENAVIRTE, HRZIFPIAMERNSIEEEERET/ L. B
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https://mp.weixin.qq.com/s/gG1tqIOvQFYbDMIjETyD-A
https://mp.weixin.qq.com/s/lpFayxgl-jHutj-yvk0iJA

w W iR)E

BEMBIIRENERT, REXHBRENGERZAIE—H. AT
RR. RRENRS, HEEEEA Media Store APl

Q: RN AFE ZHIFRHZEFM, FEARIERE R E—RE
F5?

A: FELIRINESR (R "SAF") BFRAF T B R XHHR
AR, BREEEETENZ, SAF WELEEFZHENNEERE,
BIERE RHM Android/data BR. BIMAZ KN BIEFERRE
A LUBE R TRERBRNANERIL, FIUFER SAF EXRTE
fif APl, BERLEWAE TrERSEE ZHIAREZEE,
NHELABERELBERENMIAR, 3 ERIER, FATEM
7 MANAGE_EXTERNAL_STORAGE #X[R, s1F 2F1hE5MNBTE S
EBEREXE (BT Android/data # Android/obb B®). Fi]
£ 7 BEHBT— Google Play BUEREHT, =EIT XT1FMENE
KAR, ERTXEMENEETE.

Q: MFL A FIA M A % BB 35 MANAGE_EXTERNAL_STORAGE
RPR?

A: MANAGE_EXTERNAL_STORAGE NREARAFZONAZESE
[Tz A E R EHRIER, BERANKEENRESLERITE
EXROSCILLINAER AR . MR, FIHFIBRIGENN BIE R
TYIEfRE, BEGET XHEER, EMATE. RESEER
TN RERSERTR.

Q: f£/ Storage Access Framework (fZf&i5RIIESR), BEEE
Google Play HYBIZR#LIE?
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https://developer.android.google.cn/preview/privacy/storage#all-files-access

w W iR)E

A: Storage Access Framework (fZfEIFRIEZR, EFF SAF) M
Android 4.4 FFIEFEERTFE, Bid SAF HRXHFE, SIEAFS
S5 HiEE, MR P r B ESI X 4893h1R. Google Play
ERB5ZHEXEE,

Q: 5 Android 10 #8tt, 7£ Android 11 EfER SAF sHHt
PRFIS?

A: BARARZSA Android 11 (API 5 30) HER SAF FILA,
RBASWETRELEERBELR, #lw0 SD * ERRE RN FEB
Fo TIEMNEAMR SDK, AT Android 11 EiEIZ &9
fEZR3418) Android/data A1 Android/obb B%. AIRIEAXET
B X TR BIFMA BRI T AN G .

Q: R AZ AN 7 X F R L2

A B XEFRAMEARS, MAR LU S B RBZ110 30E
70 APl BRI DXEFEITHN. EBERZ— T HRBMRS, BAA
SN BB VT PSR R R L ERIZ RS Y R,

Q: FXFMEFHNA, BENRTFREXHSTANENA data BR
£?

A: EDXFER, AU EATANEIREEESES, EAE
BEBIBXHRE, SXHRETARERHXHES, i
DCIM. Movies # Download %, XFFrELZENH, NMARLL
B S AP RiBRL. BmT AR NS NMNEEEESCHE T
THNARY, NAMEEEEENREAILUEE R ElI&EREHS
BRI BRI o
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https://developer.android.google.cn/preview/privacy/storage#file-directory-restrictions
https://developer.android.google.cn/preview/privacy/storage#test-scoped-storage
https://developer.android.google.cn/preview/privacy/storage#test-file-directory-access
https://developer.android.google.cn/training/data-storage/shared/media#add-item

= Dl Al
Q: Data Column FRZE, B&EMILINEEREHMEREIN?

A:7E Android 10 Lk, fIF 2 XEMEFERN AT EmEIE 4%
FipEX . ATEX—RITEREFE—H, BRIIBEEFR T DATA
column, RIEARIKIR, BIEEFEHAEEN native I3sEF
FE, Android 11 IBEXZFED XFHEFNLN AR HEEND
BEo AHR/H, DATA Column SEfR ETERLIER THLZES AR,

ATHEBEEGFERBBANMERN, EFRAOXFENNBARNERA
DISPLAY_NAME #1 RELATIVE_PATH Column, BIIFABEEFEHR
DATA Column RFERRILINEE. HIRENHAE PS8R A FAE LB
B, DATA Column REZBMIIXHERRFR, ZBEEAIRXH AP
3 NDK XHEREER. BNABESMEEAX T IHEIRET
kB 1/0 iR, MBEARNIZEBRIESHBEZ BN,

Q:WFEFRIDEXEFMHOINA, EMANARETRETSIERE
fig?

A: fE551T Android 11 ESRAIKRE L. HERRERIREN
Android 11 SNESMRAE, NAESERBAZDKFET,.

Q: BIWER M AHERIB D EEFMEZINEIE?

A: preservelegacyExternalStorage #RIZRIFR FTEF K R AT (R
EREGFENE, BERALE Android 11, EEFENE, &
Android 11 X MRIEXTHET =AY AR EMEIFE R R EAR R
A% Android 11 Z &, EEBUTIBLIEE D KEFHE, BESEX
RIEXEFIE Android FHERENRESER ETE, RREHIET
BERERENEXERE,
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https://developer.android.google.cn/reference/android/provider/MediaStore.MediaColumns#DATA
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QHWNRELERHFORERERF (HINEABE) EEH0
Android/obb B®, REHEMAFIIMER?

A: 3FHB REQUEST_INSTALL_PACKAGES MIRBIN BRI LLIFRIE
ftiRZ Y Android/obb BR. EAXR, WNEEEEZRARBIR
o

I AR

Q: WF BEEXWIR, BEXA Google MMIRiIZITHNX, T
HNAFASHRRNER, BEZRILT @R —? LLUFENR
(BEZEZWm Toast MEMR), MAFIRKEMNIE, & Google &
BENXH sensor R,

A IREAFEBEFLSES, ZINBERARNF LENF
WA—E, FHARWNRINAEDFHRITREES COD 8%, 7
AR 5. 5 Android SDK 7EFrE Android F#1_ERIRIL
RZER—HN, BRITAERL B —LmmInge, t
MELFHE—TBEMMANTIE, WFVERNIEEFM, FI8E
—ERE _FEmA P AR RN FHIEE.

NRE—LEEREBAFN/ B LEFE, HAA Android 2R
B, AR BITIB A EIThEE. WF XA MEER AT LER
AR, BN TR — LA A EMA P LR AL, HE
BILUENE] AOSP R, EAMEAIUF Bk, ER &. X
EMAF—EIEEA Android HBEIELT,
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https://developer.android.google.cn/reference/android/Manifest.permission#REQUEST_INSTALL_PACKAGES
https://source.android.google.cn/compatibility/cdd
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Q: shouldShowRequestPermissionRationale f+4B3 &2
true? fKIERMHA? # denied F—R05?

A FAXNRRGAR AP, FTURFBELBEAH BRBIREERMK
BERIER AL T, RN B3R, MRAFELIT—K, BiEL
B Ri%E#E "don't ask me again” &I, ABA N —/ORENER ZFLE
true, MIRBE THEBIFHANLIAT, AJEEF AOSP FXIAYIR
B8 ST A AR E KD T ERERELROERYIEIE, 7]
e NEESEER

Q: WFEHEMHFZE (BIMFAT RS, EEHER, HEEEHE),
Android 11 M EMEREEZMN?

AR HREREEHE, NAREEREEUNIEA IREIE R
Bo SN —ESRKIERSBHYLE, WNBEEREFBIA
RS, B —MEFEUEN AR RAETEEET, EXME
RTENMNSIANNZNARRIENA, BANRAER S E NIRRT
REVAIBE Bo

Q: HRIEMEREESEREIREZEH N E0OM R FIEmERE
B2 kil requestLocationUpdate HRMAUEBEE,

A IR BHEEILIAZIERNA APl 4 F Developer Perview B ES,
EERIRIELRRERAMOUH, XURERZREINELRERA]
FEXTHRAFPITHAENEERRE X, HEF LR A

RIEERZEE BN, IREANBEAKRNIREREIHLENS
SKIAY, BRABEEAXD APl INRERHIE R IBII LS
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https://developer.android.google.cn/training/permissions/requesting
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LI, NEBERE=ZAESITER, BEIXD APl BEKR
e, BEERE %%+M%W

Q: Android 11 S2HNAERAAZNUEL? HECNNEAZ
BEREIME[L?

A INRIEARSUE R REFEE Root MR, XEFFAZRNEMNE
ENAPERT. XTHRNRESEREMNIE, —EFRXENEE
RESRNSEMRE EAERARE—ETIRTERUENN AN
SLEAY, WNRFE Android 11 FREESI, FE2ZENAR A,
£ mainfest X H7|BREERNAIN B E AR,

Q: —XUNRBE—EHIFA? A LEARENG, K28
MMA, MR—EFIFENNIR, ATESE LR

—RENRZBAFRETH, NAZAEEINRBERENE
o MARTHESHMAREZRENR, RERAAEFATHE—
RIENPRIE R KHARINIR, XX FNARIRZEPR. X T VA
®E, TNBIGZREREISRRA R, E8RFEEANEN, ¥
ZNERDREHENAR, NRRERERIRLEIEEEFR BN
Nk, BRAPETFNNARERA ULLIETT; SR RERTE
WAR, BRI LURTSAFRBEATAFIENR, AR TEINR
FRIEHINE M, PIZE— AR SO,
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https://developer.android.google.cn/preview/privacy/permissions
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HIBHEHT —1 Jetpack 25 CameraX, S7EEAENLI
AT ATIE BriF(153 CameraX BE1EN BEE=E.
OPPO. /JNK\ LG &, BE—LHM BE I BEREH. BEZRILE
ERRT BECNTFIIREAANER, FEBET CameraX
E—MERNIE, HIAEBERE 855517

I MV RFREE

Q: Android 11 ¥ FFERMNZIFELHHE?

A: 7£ Android 11 HFTIE 7T —LHXTITERIREIRER API, tbin
FE 2 DNMAEMGHRTIIZ T APl RENNIEERENTE A
B, XENAEURIERENTSBENUE ERTRINS.

I VeSS

Q: Android RZEXTFRAKAEMAMREREEIFHIER?

A: BONFAERERRNE EEE Google Play MAEERIAET
Google Play MR 2PN EIEMANRIFENMITR IR Bl
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AR R B RAB, IRBNBHRBEN EEE Play AR
&, RAREPILUERX Play BEAFEHIT FRAE,

MERNESBRIRRER, BREZLZMERE, FrmKEZD
EEIREBERERK, ET7HREIXMERZGE, BITBAEZIME
BRI T ETNEKR. M Android O FEEII—BEEZIF—L£
T EHNEIEEK, bl Android 10 AFTIE T — M ETEY AT,
AppComponentFactory.instantiateClassLoader(), TEN FB#INEL
EITHMABRZRIReI B EE—TMEEXH ClassLoader, #E
MEMARBEFENEK, £ Android 11 A, FMXEMT
ResourcesLoader API, BERZILINEMMEE FHEBT RS FFHY
BEORMEEXRFEME. RIESFENME ZatFEA
E, REVHEANE AP, UBERNRERALNNNZF. T
NRAFEERR, MAFRETXENMBEREZG, HAIUBFRIE
R FBXTARRM AR Android RAZRAM,

Q: 7£ <queries> EMAY intent action T android.intent.
action.Main EFEMESEFEIUEIRME App eEERE?
EANLFFRE App #EHIAXA intent action,

A: Z B INR BB R] MR CR s, B TIRERFRM, FFEE
NP UBEEEEFN LPAEN A, BeixFH—LL action BILL
TEHERERIN, BEEHEERELREAPE TN
android.intent.action.Main #17&E1889, TERINER,

Q: RBEMMREIAAZHLE? HM jar iARFE?
A TRZBAEM jar RBEXR. TWREEMERE, BRIERLRK
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ZREAINM, BREFRIEEARRMAEZKEEFNIE SDK #O
EESBERRE, FIURINENERREEFHIE SDK FORE
BV, f1R3E SDK #OEARK B E, FLRPAIZIE SDK #EO
Z1R#E targetSDKversion X753, F~ERAXNFE2EE LIAARS
FEle XMREIF jar BEEARBREEXREAN, FTERMNHERE
RAXMEO, AI&HEIE SDK RS SE,

Q: E4rATLLEE Google Play policy &£#5#! targetSdk
Version, EIRIFE, APK B targetSdkVersion ATLIFRFER,
AIARESRH, HREHRAFRFARIE Android MiR4, XA
FRE&ETAEE ?

A: EXB M EEIERNNESEREAM LM mET, Z
R EEI L EBREETREANBREIE, X targetSdkVersion
BTHEER, BATRESELERITNXNERE—L, BN
SERFASR. BINTT targetSdkVersion LEEENNE, M
Android 10 AW tb 2B —E£RAZEBHOMRE, bl
targetSdkVersion /NF 17 INA, HREMNERIZTHEBRLE
RFRRTES, XEEBDEHEAERSED Android £8FFT
B 5E—RH#H targetSdkVersion FIFHR, FHEEELFIAEN
BEHARES AL targetSdkVersion RiLBAFRREBTNEZ 2
MR EAA TR,
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https://developer.android.google.cn/distribute/best-practices/develop/restrictions-non-sdk-interfaces
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I AR SR it

Q: NAERFNMHESFRTEEM deeplink. applink FIhaE?

A: B E R ERI SR =& deeplink 0 applink, EAJK
BRAKB—LNE, PR TR ARRALEER deeplink A
applink it FR A BRI N, NREZEoFNIRS IE
sd BN A, RENNARTTUEIEMNNE, BTER
s EMIRY FEV A,

MRNAFERT BReHNED, BTN AERERENMEH
WA EAERER, B84 Google Play 214 F22M, FAER
BHIREIE Android REEEHITH, FINEX D IREIFEH
REANTIREIFLEE, BHALENRBERBN ] UZEEEE NN
BERAXMEO, EDLAIUARIIREENGESK, BFEFK
AT SDK ##RE BN EK,.
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I SDK

Q: XF targetSdkVersion 3E Android 11 RSB AR
M i ?

A: RINES—REMITHRANN BEEEEREDNTFHMARN
g, NXTMTREXE, RINsREEBTRETERE
targetSdkVersion AR~ G, WRN AR EEAREFIFRAE
targetSdkVersion, St EITATENEME, WRINE LRI
BESEERNNERIEE, STENEMLEE). BRNE
Android 11 FEN TN RARELM T —LLD), LUNEEIE. —
AUENREEENXFEN—ETE, HIMNBHBEARKALUE
Android 11 = ENFIEXBE N A, URFRLER>, 7]
2% Android 11 1T RZTEIERE,

Q: ERNREBMRE—T targetSdkVersion BT {EME, tbaNiE(T
7 Android 11 Ef App, Android £1R1#ES® App B target
SdkVersion =30/29 /28 ¥ 1T FRREMRIZIG?

A: INES XA IR Android B, tb# Android 11, 24&f
DAL, F—RKFLREKEMLEN, 18 targetSdkVersion i
, RETRAFETNASMEKBRT. FZXANERE
targetSdkVersion kK R E A EX 1T H.,. MR A2 EE
targetSdkVersion ¥RE, B—LENEIRISAT targetdkVersion
30 Bk, BALBINFAE targetSdkVersion & 29 ﬁ%LX"FE’\ﬁ%,
XENHEBEAREWMENNAT AN REAHLE
targetSdkVersion 30 I XK TIA 2 E M, W%IEW%X%O
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https://developer.android.google.cn/preview/behavior-changes-all
https://developer.android.google.cn/preview/behavior-changes-all
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I Ht

Q: X7F Android ENEEAEHAER?

A:HMNBERB T X TEMIBEXEFNG, Bo&RHTRESN
BV FERZIETT ARM A, TEBWE x86 A, 7
E#RMEA ARM A, BV USBEZER ARM 5%
AL x86 18<, HEIEZ1T ARM NMAWA LRERIFHME
BEo M ARMEILZ o

Q: Android BB EERRAF AGECASMAXBREE, I
EXM Activity EIAFNBERERSE,

A:1E Java B, WIRARIEA Java #Y Callback, AiEk
ST/ BALRER, HLXAEHMEBEEENBEXH
Lambda Expression #1 Functional Programming B9ZS{M5E
Ro WRARKEEBMER Kotlin BIE, HAITRBILBNARA
MEZER—T, AAE Kotlin BX Lambda RAXER "
—HRR" WXH, URAREBERATNIEATURAEER
Kotline

Q: BREMNEAXNMIEREIFTEEX TIH?

A: BEITIEARBILL, AT LUST setAspectRatio() RIGE TS HLL
B, BEAAUEE-—TEGNRY. BRENEOK/NYZ
HAFERE.

Q: <queries> ZARZHFABHETIRE?
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https://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652052998&idx=1&sn=9839e5a74c1dba47123d6cb5da15c10f&scene=21#wechat_redirect
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A: BEIRIT <queries> #RIERZHFHE manifest EEENX, &
BETE R Biz1T B sp &% 1T,

Q: —f% App FIEERBRESR, 590 com.example.xiaomicom.
= ap e

example.huawei, £ manifest <queries> &85 com.
example.*?

A: BEITE manifest A getPackagelnfo (&
getinstalledPackages B WV ARELE, WINEFHATE
R AE R P Mo

Q: MINETIER Demo &EM3? {KiRZA Android 10 %
fERNIS?

A: A1) GitHub BRIRAR M THENRE, BIZZE RFIER]
UBEERENTH#. BRRBE Android 11 A LUFEAXD
RHTHY AP, ERRAERILTEER. FMNEEEFEZE AN
S EAJRRAS Android REFER.

Q: ApplicationExitinfo BYBRBHREEEREZIFAM? BEMRGET
—RBEh app AREIREN?

ABNWEERZE, BXEEREMEERFX, ENARE A
FE, —fgRi, SNABRRZE, ARPERBRITAN
B, i IE F— R AN EEEREHEELREES,
FREAUEEEPTECERHTARESHN,

Q: OBB. AAB MITHEEEES, OBB MR THETHRME? =
EWTF OBB HIR{ESLEEMLTR?
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https://github.com/android/user-interface-samples/tree/master/WindowInsetsAnimation

T I E)ER

A: ELSC OBB 1 App Bundle ZEIAXBZ2XEEEMW, OBB
BT HFERAFZREIERFTERIGITH, Play afFvED
HXARNNEREZRD 0BB X, 81T LERE 2GB, FIUlRK
B UEE 4GB BEREE. M App Bundle 2BELLER™RHT
BANRSIN, TERINTE 4GB WHERE, nfLEHRE
f279 OBB RAEXITIER, ™ App Bundle BAEAM BT
B8, NBEZINENNAEE T — MR App Bundle M
T &, B4 Play Asset Delivery, 1t a] UM IF D A%
RARZIR App Bundle WA HXER K. AISH “Google Play
MBREBERZNT o

Q: Android 11 W FERERBERNESEERHIINEEERE?
A:Android EREJLEWNR AR —BEXNEEREER.
accessibility Z3EHERMIFHNZHE, £ Android 11 A=
BEEZHRE, HEXSB—LINE PR, BARULEX
A Android 11 #E, HINNERRNALEMKNHE Beta iR
RERRERRE —LEXTEEBEANHINELH.

REIEER
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https://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652053084&idx=2&sn=a7e347edb97dc7562b4d7f5d83881005&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652053084&idx=2&sn=a7e347edb97dc7562b4d7f5d83881005&scene=21#wechat_redirect
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Android Developers 3/
https://developer.android.google.cn/
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https://developer.android.google.cn/

BB ST Google Developers $i@
http://v.qq.com/vplus/78ffb35ddcf6577ad6e00555d6a4fbaa

Bilibili flsIARFPEEFKS
https://space.bilibili.com/64169458
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http://v.qq.com/vplus/78ffb35ddcf6577ad6e00555d6a4fbaa
https://space.bilibili.com/64169458
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BA—EH T A E R~ mARSS, UGS
TR TR R TM, IEREMAESS,
MRERIERARELRS, AEERHETES, 5K
MNOZEENAFMONEZNMZBWEN, LA T RS8R
AR E R IBERNE
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