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https://developer.android.google.cn/reference/android/media/MediaCodec.html#PARAMETER_KEY_LOW_LATENCY
https://developer.android.google.cn/reference/android/view/Surface#setFrameRate(float,%20int)
https://developer.android.google.cn/preview/features#frame-rate-api
https://developer.android.google.cn/reference/android/content/res/loader/package-summary.html
https://developer.android.google.cn/reference/android/content/res/loader/package-summary.html
https://ai.googleblog.com/2019/11/introducing-next-generation-on-device.html
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https://developer.android.google.cn/distribute/best-practices/develop/target-sdk
https://developer.android.google.cn/preview/test-changes
https://developer.android.google.cn/reference/kotlin/android/app/ActivityManager#gethistoricalprocessexitreasons
https://developer.android.google.cn/reference/android/app/ApplicationExitInfo
https://developer.android.google.cn/preview/privacy/data-access-auditing
https://developer.android.google.cn/preview/features#incremental
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http://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652053102&idx=1&sn=387a689fbf363a09fdbbd326c730bd9d&chksm=808cbe2bb7fb373d190c16948853315f946b7e6f19cb4901986ee68e22580313cc8919863e2d&scene=21#wechat_redirect
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https://developer.android.google.cn/preview/behavior-changes-all
https://developer.android.google.cn/preview/privacy/permissions#one-time
https://developer.android.google.cn/about/versions/11/privacy/storage#other-apps-data
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https://developer.android.google.cn/preview/behavior-changes-all#scudo
https://developer.android.google.cn/preview/behavior-changes-all#fdsan
https://developer.android.google.cn/preview/behavior-changes-all#fdsan
https://developer.android.google.cn/preview/behavior-changes-11
http://mp.weixin.qq.com/s?__biz=MzAwODY4OTk2Mg==&mid=2652059935&idx=2&sn=5f76f0d1ef3fc539a0c7842b87a6b0ed&chksm=808c995ab7fb104c92f6faaba254123d228367418b75035ae27c59f04452b1eb8e12eb94cabb&scene=21#wechat_redirect
https://developer.android.google.cn/11
https://developer.android.google.cn/11
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https://developer.android.google.cn/about/versions/11
https://developer.android.google.cn/about/versions/11
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme
https://developer.android.google.cn/guide/topics/ui/look-and-feel/darktheme#force_dark
https://developer.android.google.cn/training/gestures/gesturenav
https://developer.android.google.cn/training/sharing/receive#sharing-shortcuts-api
https://developer.android.google.cn/training/sharing/send#why-to-use-system-sharesheet
https://developer.android.google.cn/training/sharing/send#why-to-use-system-sharesheet
https://medium.com/androiddevelopers/animating-your-keyboard-fb776a8fb66d
https://medium.com/androiddevelopers/animating-your-keyboard-fb776a8fb66d
https://developer.android.google.cn/preview/features#screens
https://developer.android.google.cn/preview/features#screens
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https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/training/sharing/receive#publish-direct-share-targets
https://developer.android.google.cn/preview/features/conversations
https://developer.android.google.cn/guide/topics/ui/bubbles
https://developer.android.google.cn/guide/topics/ui/bubbles
https://developer.android.google.cn/5g
https://developer.android.google.cn/preview/features/device-control
https://developer.android.google.cn/preview/features/media-controls
https://developer.android.google.cn/about/versions/11
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https://developer.android.google.cn/about/versions/11/privacy/storage
https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/training/permissions/requesting
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https://developer.android.google.cn/about/versions/11/privacy/permissions#auto-reset
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/location#background-location
https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
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https://developer.android.google.cn/about/versions/11/privacy/storage
https://developer.android.google.cn/about/versions/11/privacy/permissions
https://developer.android.google.cn/about/versions/11/privacy/location
https://developer.android.google.cn/about/versions/11/privacy/package-visibility
https://developer.android.google.cn/about/versions/11/privacy/data-access-auditing
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
https://developer.android.google.cn/about/versions/11/privacy/foreground-services
https://developer.android.google.cn/about/versions/11/test-changes
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/use-cases
https://mp.weixin.qq.com/s/-x-uOAV6b1aS80Dbg_c8gQ
https://developer.android.google.cn/reference/android/R.attr#requestLegacyExternalStorage
https://developer.android.google.cn/training/data-storage/use-cases#opt-out-scoped-storage
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/training/data-storage/use-cases#migrate-legacy-storage
https://developer.android.google.cn/training/data-storage/use-cases#migrate-legacy-storage
https://developer.android.google.cn/about/versions/11/test-changes#default_scoped_storage
https://developer.android.google.cn/about/versions/11/test-changes#force_enable_scoped_storage
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https://developer.android.google.cn/training/data-storage/app-specific#query-free-space
https://developer.android.google.cn/reference/kotlin/android/os/storage/StorageManager#action_manage_storage
https://developer.android.google.cn/reference/kotlin/android/os/storage/StorageManager#action_clear_app_cache
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/reference/android/content/Context#getExternalFilesDirs(java.lang.String)
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https://developer.android.google.cn/training/data-storage/shared/media#manage-groups-files
https://developer.android.google.cn/reference/android/provider/MediaStore
https://developer.android.google.cn/training/data-storage/shared/media#direct-file-paths
https://developer.android.google.cn/reference/java/io/File
https://developer.android.google.cn/training/data-storage/app-specific#internal
https://developer.android.google.cn/training/data-storage/app-specific#internal
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https://developer.android.google.cn/about/versions/pie/android-9.0-changes-28#per-app-selinux
https://developer.android.google.cn/about/versions/pie/android-9.0-changes-28#per-app-selinux
https://developer.android.google.cn/training/data-storage/app-specific#external
https://developer.android.google.cn/training/data-storage/shared/documents-files#grant-access-directory
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https://developer.android.google.cn/training/data-storage/shared/documents-files#grant-access-directory
https://developer.android.google.cn/training/data-storage/shared/documents-files#open-file
https://developer.android.google.cn/about/versions/11/test-changes#restrict_storage_access_framework
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https://developer.android.google.cn/training/data-storage#scoped-storage
https://developer.android.google.cn/reference/android/Manifest.permission#READ_EXTERNAL_STORAGE
https://developer.android.google.cn/reference/android/Manifest.permission#READ_EXTERNAL_STORAGE
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https://developer.android.google.cn/training/data-storage/shared
https://developer.android.google.cn/training/data-storage/shared
https://developer.android.google.cn/about/versions/11/privacy/storage#all-files-access
https://developer.android.google.cn/training/data-storage/shared/media#request-permissions
https://developer.android.google.cn/training/data-storage/use-cases#share-media-all
https://developer.android.google.cn/training/data-storage/use-cases#share-media-all
https://developer.android.google.cn/training/data-storage/use-cases#sharing-non-media-files
https://developer.android.google.cn/training/data-storage/manage-all-files
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https://developer.android.google.cn/guide/topics/permissions/overview#one-time
https://developer.android.google.cn/training/permissions/requesting
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https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/training/permissions/requesting
https://developer.android.google.cn/guide/topics/permissions/overview#runtime_requests_android_60_and_higher
https://developer.android.google.cn/guide/topics/permissions/overview#auto-reset-permissions-unused-apps
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K EE: NREHNECEESKBAXNRENE CEEERE
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£ Android 11 Hr, AT SYSTEM _ALERT _WINDOW X FREY
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THAZ)FRIFAFEN,

RIEERERREN AT
SYSTEM_ALERT_WINDOW #XFR

AARRERRKEARERENNVART
SYSTEM_ALERT_WINDOW #%fR:

=B onRASB ROLE_CALL_SCREENING Bi&
3K SYSTEM_ALERT_WINDOW HIPRB R R FZNPR. 208
A% ROLE_CALL_SCREENING, FtekEZANIR.

RSB EEY MediaProjection HEVRFRAE
K SYSTEM_ALERT_WINDOW EVPRB R A T 2R, FRIE
FAF ERRMRIELEN AE T 2N R, ZAE EElREN,
R EZNR. tWAGIFZAEFTHEENERENA,

-48 -


https://developer.android.google.cn/privacy/best-practices#permissions
https://developer.android.google.cn/training/permissions/requesting#handle-denial
https://developer.android.google.cn/reference/android/Manifest.permission#SYSTEM_ALERT_WINDOW
https://developer.android.google.cn/reference/android/app/role/RoleManager#ROLE_CALL_SCREENING
https://developer.android.google.cn/reference/android/media/projection/MediaProjection

1.3.3 M REFH

XY AT E % 1% ACTION_MANAGE_OVERLAY_PERMISSION L4
FREY SYSTEM_ALERT_WINDOW BB, E 1R EE 5K SYSTEM_
ALERT_WINDOW BP&E],

MANAGE_OVERLAY_PERMISSION intent $A2 AP
RERGNRER

M Android 11 FF#8, ACTION_MANAGE_OVERLAY_PERMISSION intent
BASRKAREENMRIRERS, AP AREPEFREEN A
B9 SYSTEM_ALERT_WINDOW #X[fRo intent FRAYEE package: 21
B WAL,

FERAMRAA Android #, ACTION_MANAGE_OVERLAY_PERMISSION
intent AILIEE—MRHE, ESAPRENBTHARELMUEIRE
MPRo M Android 11 FIERFEXZFFILINEE, MROANHEAF %L
ERERTHAEW LN BN, T EA LI ENETFER
B, MmAEMRFBFIEN,

AR
Android 11 B2 T {EHIR AT IR R IE S IS A0 5 FRIE AR
B

NREHNALL Android 11 S{EERANBIRFES, HEEEH
AL TFYERFERBBIESEE AP, TSR READ_ PHONE
NUMBERS #ZfE, mMi-~= READ PHONE_STATE #X[R.
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https://developer.android.google.cn/reference/android/provider/Settings#ACTION_MANAGE_OVERLAY_PERMISSION
https://developer.android.google.cn/reference/android/provider/Settings#ACTION_MANAGE_OVERLAY_PERMISSION
https://developer.android.google.cn/reference/android/Manifest.permission#SYSTEM_ALERT_WINDOW
https://developer.android.google.cn/reference/kotlin/android/Manifest.permission#read_phone_numbers
https://developer.android.google.cn/reference/kotlin/android/Manifest.permission#read_phone_numbers
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TelephonyManager 240 TelecomManager ZEHH
B9 getLinelNumber() 757%o

TelephonyManager ZERRIARSZ 2 #5589 getMsisdn() 757%o

R IEFIN AR READ_PHONE_STATE LUBBRIEYIRF S
ELUIN TS A, (AT LA dREE fﬁﬁﬁ Android ARAHIE

K READ_PHONE_STATE, i, MNREIFIEGIRFNGEE
F3 READ_PHONE_STATE ME, BRUTEABHEN TR

1. 2L READ_PHONE_STATE BVRERR, LUEIEBIN AT
Android 10 (APl 3l 29) K ERhRAHEAIZANER,

2. 7800 READ_PHONE_NUMBERS #X[Ro

UTBREEAREER T IHIiE:

<manifest>

<l-- Grants the READ_PHONE_STATE permission only on devices that
run Android 10 (API level 29) and lower. -->

<uses-permission android:name="READ_PHONE_STATE"
android:maxSdkVersion="29" />

<uses-permission android:name="READ_PHONE_NUMBERS" />

</manifest>
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https://developer.android.google.cn/reference/kotlin/android/telephony/TelephonyManager#getline1number
https://developer.android.google.cn/reference/kotlin/android/telecom/TelecomManager#getline1number
https://developer.android.google.cn/reference/kotlin/android/telephony/TelephonyManager
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https://developer.android.google.cn/training/location/permissions#foreground
https://developer.android.google.cn/training/location/permissions#foreground
https://developer.android.google.cn/guide/topics/permissions/overview#one-time

1.3.4 (IEEREN
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https://developer.android.google.cn/training/location/permissions#background
https://developer.android.google.cn/training/location/background
https://developer.android.google.cn/training/location/permissions#request-location-access-runtime
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PRIIEERIE E
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TEZIR: BACKGROUND_RATIONALE_CHANGE_ID

T ID: 147316723

NI
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adb shell am compat enable
(147316723 BACKGROUND_RATIONALE_CHANGE_ID)
PACKAGE_NAME

adb shell am compat disable
(147316723 BACKGROUND_RATIONALE_CHANGE_ID)
PACKAGE_NAME

ME AT BRI ERUNRNATIREEIRES, BB NES
Android 11 MIFEAM.
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BREFGHIMIBEEREN, RANEEFZEERTEATEES
WM EE BNREVRE. WERRERANRMLERE IR,
RIS ENE LN AUENRIE — R A VHED, 1
NEBNEEREEEDMUEERNIEETAR,
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https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/about/versions/11/test-changes
https://developer.android.google.cn/training/location/permissions#request-background-location
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https://developer.android.google.cn/training/basics/intents/package-visibility#automatic
https://developer.android.google.cn/training/basics/intents/package-visibility#automatic
https://developer.android.google.cn/training/basics/intents/package-visibility-use-cases
https://developer.android.google.cn/training/basics/intents/package-visibility-use-cases
https://developer.android.google.cn/training/basics/intents/package-visibility
https://developer.android.google.cn/training/basics/intents/package-visibility

1.3.5 MHERIE

M I &
MENRUATHEEEZEEAENNARLERY, BTMATTE:
1. &% Android Studio 3.6.1 B S ARk
2. &%t Android Studio Z#FEHIERFTH Gradleo
3. B RIFAR targetSdkVersion 1% 30,
4, AREENARB R XA <queries> Tt o

5. T8 getinstalledApplications() 2%
getinstalledPackages()o XM A& IR B R /ERIF
o

6. BENABRYILEINETLAEZEER,
[AEIPNEELS
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https://developer.android.google.cn/studio
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#getinstalledapplications
https://developer.android.google.cn/reference/kotlin/android/content/pm/PackageManager#getinstalledpackages

























































































































































































































































































































































































































































































































































































































